Terms Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
accountability 1SO/IEC_TS _ *accountable” (adjective vs. noun): answerable for actions, decisions, and 1S0/1EC_TS_
regulation or agreementor through assignment as part of delegation;2)For  57232022(en)  performance 57232022(n)
systems, a pr 0 uniquely
h ) an individual or
vt sk,
it tasks,and Lo disclose
the results in  transparent manner.
accuracy Closeness OECD A quaitaive assessment of correctness or freedorn from error. FDA_Glossary easure of an It FDA_Glossary percentage of
Statistcs were intended to measure. 5. function of precision and bias. a specifc data st
IS ypically estimated using a st or “hold out” sample, other than the one(s)
incorrect predictions on the same data. |
of Ustun,_Berk the system have they Varshiey, complaints  Voight,_Paul
input variables. receve “Kush and disputes are investigated and expeditiously resolved at no cost o the
individusl
Raynor q ¢ or sometimes settles_active  the pr cd Freeman_et_a
t0'specify test regions to improve their ¢ poi design’ [ bfield of 2009 passively an expert 1201
choose 3 new oin , abserve the outputand incorporte mz e 5 it generally, artificil inteligence. The key hypothesis is that, if the learning. involves group work
algorithm is allowed 1o choose the data from which it learhs—to be “curious’ i
and clustering functions Yot will-it will perform better with lss training.
gagent [ rds Russell_and_N
toits training data, in contrast o a passiv learning agent, which s imited to
fixed policy].
activty or IEEE_Guide_I Set csre
compound. P
ADP) agent takes advantage of the Russell_and_N A means of Russell_and_N
programming states " delthat  orvig uses value orig
a process using apimaluse of the ocal condraits o i of states imposed touh the
dynamic programming. neighborhood structure of the environment.
Gama,_loao
drifts
] bad fath. FBOML_Wiki
NISTIR_8269_ pril Zhang,
worst- s Dratt perturbations Yonggang
causes a earned model to output an incorrect answer.
oL “The field I Vorobeychik
learning the study of n settings and to develop techniques to make learning robust to
Sk s il antion
adversary " haps by NISTIR_8269_ Individua, zation,or csre
creating an adversarial example. Dratt conduct decrimentatacies
ai oron ECOA
counterof on
account o the
lorsubsantially alof o class i creinorsacoums o ) A efoniie
applcation for an increase.
y Cadient_EEOC privileged and Varshney, far  HBR_Andre.
disadvantage of members of a race, sex,or ethnic group. 3 d P Kush i Historicall Burt_how_to_
Quantified as the atio: disparate impact ratio = P(5 () fa || Z= unpr )/P(5 (X) of tatisti ensure
fav |1 2= priv) where P (X fa) i the favorable label, 2= priv) i the have, for example, used a group fairess metric caled the *80 percent rle” it
privileged group, and (2 unpr)is the unprivileged group. Iso ki he ratio’ of dispara
impac. 10705,
the selected
members of below 80% is
2 Other h
0
detect unfai outcomes in Al as well
agile % Gartner process NSCAI
principles of the Manifesto for Agile Software Development. User
developers.
Alprinciples [An overarching coneept, value, belef, or norm that guides Al devclopment,  OECD_CAI_re
testing, and deployment across the Al lfecycle. The OECD] identifcs five commendation
-based principl
hy Al and calls o Al ctors 0 inclusive
h '
a
accountability.
algorithm Asetof Comp its3p. Hutson, e 0 be flloved » Comptroller_0 10 computer n order for task tof rules Reznik,_Leon fied i
m. send a reminder) or complex (identify pedestrians). Matthew  More recently,the term b dopted to efer to.a fice fora computer). number of steps
often by a computer.
b i Elaterina_ct_
attitudes towards the algorithm compared 0 human agen. 412020
P a precise  Ben_Green_Yi
‘ ling_Chen
in
contrast
central focus and uses people o improve aigorithmic performance, the
algorithm-in-the-loop perspective privicges people a the central focus and uses.
for isolated
d terms of evaluation,
o e algomhmi decisions—as the primary outcome of intrest.
alignment Gabriel_2020
hllnof lment ha e porteTh Pt prt i chnica v s on
how
reliably do what they ought to do. .. The second part of the value alignment
question is normative, It asks what values or principles,if any, we ought to
encode in artificial agents.
amplification e o, degary ampfiaion,desls i veom. voking L consinuctspace] 1 and (prciction space] 1 be caegorica veom.avoking
dispariyinposive clssfcaion s, which Mmddy accepted . mode i daparity ampfication 2021
me fectin both law and c (0. [21)> ¥t de 1 he toal varaton isance defined
e Siites ok ity o e, Lt 100 1 becateortl tondom e with i sppors
- of the model i justifed by a commensurate disparity and Y1. Then,the total variation distance between ¥0 and 1 sdtv (10,11
eram-_consirct heeby allowing accurte modelscvem when th base SENOUYI PrfYOm] - Pr{yiny] In the special case where 10.1 & {0, 1 the
fanact of amplifying, which is] to make larger or greater a5 in amount, Webster_ampl ot arion e b x0T e
importance, or intensity) ify predictve parity, and calibration do. P
analyics scientifc & mathematical informs_analyt
analysis of probler ics_2022
analytics:
edict jght on what will b
* Prescriptive
advice
annotation Further documentation accompanying a requirement. IEEE _Soft_Vo._[the act of] mak{ing] or furnish{ing] eriicalor explantory notes or comment  Merriam-
cab Webster_anno
tate
anomaly sy IEEE_Soft_Vo SP800-160
based on it hardware cab . or standards, or
products or reference documents. or experiences
anonymization “The pracess in which individually identifiable data s altered in such a way that it APP_Privacy_ process dthe  CsRC
o longe ques,  Glossary  data subject
primary i the most
basic version of anony d
values and makes
range (1521 Nois dion takes dendfying alues rom  given dat et and
Switches them
ot tha o hes proccsacs il ot guramce i i .o loner
identifable and have to be performe in such a way that does not harm the
usabiliy of the data.
g5, ment  behavioral existing physical el
characteristis to inanimate objects, animals,and in general o natural s AL that goesbeyond what I ety dservable hism_in_Al_2
Phenomena and supernatural entities 020 020
application A software program hosted by an information systerm. SPBO0-37  ARardware,/software system implemented o satsly aparticular et of cske software o a program that s specifc tothe solution of an application problem  aime_measure
requirements. ment_2022
citing 180/ 1EC
TR 24030
application Hands-
rogramming interface of On_smart_co
(@p)) the intermediary interface between the clent and the application. ntract_Dev
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we can think of them simply as being computed programs, written n some.
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explanation,
appeal and.
override

passive
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" awide variety of Brookings_Inst 2 i Wallace,_Brian Al AL Ethics_Mar
intelligence (AG) o actty to shther i he manmer it hamans o itution broad range of probiems that require learning and reasoning it can orly b appledt on partclr prblemor tak. Al cals “songk_Ceskelberg
Alas opposed to “weak Al
feld, dealing Reznik,_Leon Raynor the study of  to stimula sn.memm,m a field of study that
) with e that sccms e an llgent organim,sch s b would. T i consistent wen yfor d_Viay
with human intelligence, such as reasoning and learning, where alittle smarter’ templati Each engage in
expect,  wherethe atimpt Y Produced by
intelligent, compr The lower end pp d lab
with life, spiit and sensitvity, though i reality, they are imitations
lication of d relevant IEEE_Guide_I
learning ontology 4 that P
trong Al
i
" its
purpose.
artificial narrow an Alsystem p g ECD_Artifici  Artficial 3 AlLin_Medical
intelligence (AND) reasoning task. al_intelligence ' focus maging_gls
_Society Narrow Als.
for example, look at
caleulus,
rtificial which aims at
the
systems,
ple, Agood guresen_defini Definition 1 fcial Neural ithas
networks. hich e Knowled; tion_2011 ), node (or End
to external inputs. it B
connections. Processing Flements (PEs), except start nodes and end nodes, x a state variable ni
nodei, xa link
, xa real valued bias bi d t
least two of p el
for given inpu.
the output of node k., x each start node is connected to at least one end node,
hend
(each link (ki) from node k 10 node i is unique).
assessment Action IEEE_Soft_Vo _the act g actof  Merriam-
package or product for the »umscommmymmgammmc o release of e cab s something oL Webster_asses
software module, package or s
asset Item, thing, or entity that has pounualo-aeu-;lvau.,ma,mrga.\.mon liem  IEEE_Soft_Vo
that has been designed for use in multiple conte: cab
attack Aﬂmnlargelmgalenmmgsyﬂemmmnsemzl(unc’zmn NISTIR_8269_ Any kind of malicious activity that attempts to collect, disrupt, deny, degrade,or  CSRC
Draft
auribute perty a2 set of real or abstract things that IEEE_Soft_Vo A y the Kohavi,_Ron  proper me_measure
characteristi of interest. cab attribute type, be taken by q or automated means ment_2022,
citing 1SO/IEC
TR 24029-
audit Systematic, independent, documented process for obtaining tatements IEEE_Soft_Vo rds and FDA_Glossary Jfiware process, orsetof  NASA_Soft_St
offact, formation and © cab 10 test security and tandard andards.
¢ fulflled. ity pr 3 licy and contractual agreements, or other criteria e
g
fulflled.
audit log $P800-37
and operations performed in a given period.
authenticity property that an entity is what it claims to be 1SO/IEC_TS
5723:2022(en)
automation Independent P more  IEEE_Guide_I conversion of processes or equipment to automatic operation, or the results of  IEEE_Soft_Vo however, the  DOD_TEVY.
digital systems. A the conversion c system todo
p tasks that
simple rule-based responses).
automation bias over-relying on the outputs of Al systems David_Leslie_ alon-
Morgan_Brigg barkat_human
s okhe sourc. I othe worde. human scorsae found touncricay abdcse. 203
their decision making to automation.
autonomic bl sensing  IEEE_Guide_I
s y information - PA
Knowleds of
bycigh archeiics
a)
limitations are, and how and why tis connected t0 other systems.
b)
computing environment,
ensure the
process
a) pairing
routing functions away from
the trouble.
P . identify, and attacks
to maintain overall system
security and integrity.
B 4
tocol
2
to achieve full performance.
b users.
bus, tractor, i, Introd
its environment and moving afely with litte or no human input.
_Systems.
autonomy The system has a set of intllig dto DOD_TEVV 1.4 state of dividual, ora  APA_autonom
not p cit ‘theorics )
system depl i
(with the human's for depressive disorder.
decisions).
2in
choice, considered
a fundamental psychological need that predicts well-being,
availability Ensuring timely and reliable access to and use of information. 5P800-37 data o NIST_SP_800  property of by 1S0/IEC_TS
an authorised person S723:2022(en)
back test amodels d  The_Science_
trading perspective of_Algorithmic
_Trading_and
Zportiolio_Ma
hagement
nets learn. output Hutson, prop: Neural Networks Raynor
of _Matthew  (ANNS)
exccution. gradient. Very slow to converge
» igh the the error
h
L 3
reliabl.
bad actor spons Mark_Ciampa sing cyber security d  Thomas_Edgar
enterprises, governments, and users. 2021 touls for personal or private gain lhmugh malious o threatactvity
bagging. P Breiman_Leo Y We  hastie_introdu
and using these to get an aggregated predictor. e ey oo o e i bco!ilmpped training set in order to get " f#h_ ction_2014
9, and aly el o, o " bag(x) 1B Bb-1" fsb(x). This
s called baggi
back-testing Comptroller_O
with modeled p Pl flice.
d
horizon or performance window of the model
batched gregs IEEE_Guide_I
areable to their a m
benchmark d; Proced IEEE_Soft_Vo approach. 2 Compiroller_0 Thets tothe olson_pmib_2
problem, cab models. learn o7
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tterme i benchmandtoscts it hov beon appied o sandrds
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Terms Definition 1 Citation1[1]  Definition 2 Citationz  Definition 3 Citation3  Definition 4
bias. y In the context of fairmess, ted  Al_Faimess_3 ot orcD i favor of p or AlLEthics_Mar
bias the 60 distint from a random roup.In the context of cthics and patics, k_Coeckelberg
groups at systematic disadvantage. the average particular bias i unjust or unfair. [y
bi models. Al_Fairness
algorithm &0
bias testing As i reates to disparate impact,courts and regulators have uilzed or SPI270
disparse mpact Tradidons methods ofstatisica s esting ookt
differer n
o
the challenged pr of
chance or a nondiseriminatory factor.
big data " hts.  Brookings_Inst volume, variety,  NIST_1500
itution locity, and or variability
P s ati d anal
\miuunnred a5 ree-flowing infomtion.The anlysisof bi datasetsoften
prw\uusly apparent o esearehers.
binning “bins; Py,
purp " _Dorian_Dat
ina data set. preparation_
as_a_Pr
biometric data personal data resulting from specific technical processing relating to the GDPR an biological, or behavioral luding  CCPA A y pe used o SP800-12
physical, anatural which I that is used recognize the identity,or verify the claimed identity, of an applicant. Facial
allow or of that natural h as facial o with other [ s all
images or dactyloscopic data; identifying data, o establish individual identity. Biometric information includes,
bt nolinied t, mageryof the e, et ngerprint s band. i, e
pattern:
Facoprini a minutie tomplate oravulcepnm can be extracted, and kzyslmke
patterns or rhythms, gait patterns or rhythms, and sleep, health, or exercise data
that contain identifying information.
boosting e q friedman_addi b tof aime_measure
versions of te e 2000 t0as "weak® with  ment_2022,
s«wu\(co’dcxmﬂusthu:prmll\o«l “strong’ Pl
is currently misclassifying Learning
Glossary by
Google
breach he loss of control, compromise, unauthorized discosure, nauchorized csre
acquisiton. person other th a
authorized purpose.
Compl providing  IEEE_Guide_I Hochreiter,
" D) descriptive, predicti d limited [ task by _Sepp
related
set of knowledge domains.
buili-in test ystems, as SPION
opposed o, exteral swpport vl wich perorm et or seavence oftests o
hardware,
Sequencing, dataprocossing and readout i astware or ot systems.
bug-bounty Land  Kuehn,
_Andreas
s knowledie it heoprstor o partclar b boumy program (BBP)
q IEEE_Guide_I
e o bjective, inchading i R and v of nformation. PA
participants, and human or digital resources.
ol " deling, automat . IEEE_Guide_1
‘management trol, b i rtof  PA
s es, customer within
and beyond the enterprise boundaries.
business rule Defi dependency,or IEEE_Guide_I
tasks, of executionofa  PA
ra
business process within computing systerns.
calibration a suchas  CSRC operation that, under specified conditions,in a first step, establishes a relation  aime_measure Set. tablish, pecified conditions, b UNODC_Gloss
UTC(NIST). When inished, it should be p between the quantity values with measurement uncertainties provided by ment_2022, g instrument ary_QA_GLP
d
d 1o Guide 99 of a measurand.
establish a relation for obtaining a measurement result from an indication
capability ‘measure of cap: ; person or org achieve 1SO/IEC_TS.
its objectives s7232022(en).
case fe ent . IEEE_Soft_Vo
specifies the processing to be performed for each value of the control expression, cab.
and
overall construct.
tudy designs,and Jennifer,_Hill
data, The te
fect of a causal vrible (fen refered 102 e ireatment under abroad
conception of the word) an some autcome(s) of nteres
causative actingas the cause of something cambridge_ca
usative_2023
chatbot 2 for COE_AIGloss A chatbot is a computer pr Khanna,
ary Anychatbot _Anirudh
program understands one or more human languages by Natural Language
Processing
chorcography IEEE_Guide_I
particip: responsible  PA
entity,or observer of the process.
classification When finite set of AmA classes. aime_measure
the learning problem is called classification, and is called Boolean or binary ne_2022,
classification if there are only two valucs. m.ngueoﬂrc
™
classifier Amodel that predicts categorical labels from features. Al_Fairness_3
60
clustering Detecting potentially useful clusters of input examples. AmA he basc problem ofcusterng may be tated as ollows Gvena st ofdata  aggarval_clut the tendencyfor e o b consistently grouped tgether nth course of
points, partition them into a set of groups which are as similar as possible. ering 2013 recall apparencin
APA_clusterin
animas, ae recaled together 1
t and applstionof bl machin earming I828_Guide_|
e woningio, A
aybe.
houghtof e coptive Wit cogmiive atomaton e ytem performs
2
d
of
information resources.
c o IEEE_Guide_1
PA
~ Sense (perceive the world and collect data;
independent way);
and
= the
‘human brain.
column Inthe contextof relationsl dtabass,  colmn s a st ofdta vl of s techopedia_co
single type, ina table. lumn_2022
1 Mehrabi,
United Thesoftware, _Ninarch
(COMPAS), erime. Judges use
it po
higher
risk of recommitting a crime or recidivism
computer vision ‘The digital process of percelving and learning visual tasks in order to interpret  NSCAI ” tonlyof  NBSIR_S2-
and understand the world through cameras and sensors. but of 2582

. people or
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Terms Citation1[1]
synonyms  definition
applicable
concept drift Useofa ticati spizi0 p Gama,_Joao dit ratings or computer Raynor
of performance gaps between laboratory settings and the real world. and the target variable changes over me. h
areracking changes. This s eerrd o g concept it This can iher e
anactive
oo e
confidentialty , usually egisative OECD ctions on css and discl s property that data or disclosed to NIST_SP_800 A property that , processes, cisa
‘measures, which prevents it from unauthorized disclosure. prop: . persons or processes. they have been authorized to access the information.
Size L, where L is the number of different label values
consent “Consent of means any frecly given, specific, informed and  GDPR sent” ecifc,informed, cepa personal data
heorshe, by a mdmauon O he consumer s wishes by which the consumer, or the consumer’s
statement or i b " i power of attorney,
of personal data rlating to him or her. orbya
the of ageneral
o broad erms of us, o simiar ocumen, that conains descriptions o
other,unrated
H o piece
Lk
use of dark patterns does not consitute consent
1SO/IEC_TS
c P o s7232022(en)
useful system by itsef,having its own development, management, utilization,
I u
capabilty of the SS).
constraint what may a terms of the  OECD Alimitation or implied IEEE_Soft_Vo
content or,for dat i the set of 3 the cab
et st el byt dts sy ey be s, enterprise
iswarranted  Wieringa, eronbach_con b fink_survey_2 var that  jacobs_measur
with respect o the research goals and questions. _Roel_J ! is ot " The problem  struct_1955 It o0 from del ement_2023
s experimentaly useful.
performance?”
content harms the 1, physical or other y Chi_Gao_Ma harms of
representation
content validity twhicha fink_survey_2. the extent to which a st measures a representative sample of the subject APA_content_
the skills o characterisics it is intended to measure. oo For example, o alidity
third-grade level, how well
Modern
analysis and other multivariate statstical procedures.
contestability laim, legal d ete. s one th cambridge_co
about or try to have changed because it may be wrong ntestable_202
3
context The context perspe an  OKCD ‘The immediate environment in which a function (or set of functions in a diagram) IEEE_Soft Vo _ the interrelated conditions in which something exists r occurs. Merriam-
object is defined or used. operates caby Webster_cont
context control
y th suffcient its purpose thatit  IEEE_Guide_I
dutilty of data and PA
context-of-use The Context of Use is the actual conditions under which a given interaction_co . goas,tasks L 1S0_szertn
, or will be used to day working  ntext_2023 Jtural tem, 2018
situation, procuctorsevice is used;.] can ncude the ineractions and
systems, products or
controllabilty property of a system that allows a 1SO/IEC_TS_
s hete 5723:2022(en)
control class nist_statistics
s 2012
o
d
establishing the natural experimenal error.
controller o i per other  GDPR personal data;
Which, slone ot Jon withothere, deterincs the purposes and means of processor
e rocesin o persondt s where e prposesand means o such
P Union or Member
State law;
uide_1
topics to be
used by software systems for which useful analyss, prediction, o outcome is
being sought.
correlation Inits most general OFCD. andy_2,denoted \rho  box_statistics
quantitative or [ fetirivbontiing Sh ey e 2005
had values wachter_coun
explanation (91, ¥2,.. associated with them. IV instead had values (I, 2...)score p' would terfactual_201
have been return s
our Kner,count Givena precicieproblenwith fuimess conidrstions where A X snd Y Kusner_counte A clas aime_measure
fair ] rfactual_2017  repre: tof interest rfactual _2017 another t0 the first except ment_2022,
counterfactual world where the individual belonged peci V: ), where V- A for citing Machine
aroup e e ot he fowing critrion for predicors of Y Definition 5 one method Leaming
model Glossary by
comext X~ xand A~ {A<-a) )=y | X~ x; A -2) - B “Y_{A<-a)U) - y Google
1% u) foraly and fo any vluc " atainabic by A
tions, dures, tech other ducethe  SPRO0-37  Actions,devices, procedure, or techniques ha meetor appose (<, counters)a | GWUC safeguard;
o y threat,a vl\Vncmbvhly‘ or an attack by climinating or preventing it by minimizing seurity
) ol
can be taken.
fink _survey_2  an index of how wella test correlates with an established standard of comparison APA_criterion
ot those obtained fom her, morewel-sabished oo terion). . _validity
eys. Criterion valdity is made up two concurrent validity, and retrospective valdity. For example, if a measure of
bcategories:precicive and concurrent. Predictive ] i vl P P
valdity refers to the extent to which a survey measure LB)is
forecasts future performance. A graduate school entry currently breaking the aw, and (¢) has a revious crimina record
cxamination that prects who il do el n grduate criterion-
Sehool has predictive valdty. Concurrent iy referenced
demonstrated when two assessments agree or a new measure validity;
is compared favorably with one that i already considered o
vali. related validity
erowdsource in which an individual, an instituts - Enrique
profit organization, or company proposes t0.a group of indiiduas of varying.
Rnowledge, heterogeneity, and numbe the voluntary
dularty, and 3
The user
wil en type of need, 1
ton, self-csteem, or while the
btain and utilize to'
10 the venture, pend on the type of
customer ‘The beneficiary of the execution of an automated task, process, or service. IEEE_Guide_I
PA
eyberseurity Prevention of damage to, protection of, and restoration of computers,clectronic ~ SP800-37
wire
ud
in, tegrity, auths and
nompmuun
dark patern ket s s e designedor il vt ccpa
fresblon, or
Cholce, s further defined b regulation.
data information, ) collected OECD aime_measure
observation for communication, nterpretation or processing men_2022,
citing 150/1EC
91
data analytics The analysis of & Brookings_Inst Data anl uamsformingrav OFCD the process tatistcal, or quanttative techniq setof APA_data_ana
trends , which g abetter itution the form of a Larticl, in order to add value de & lysis
Dt in patterns.
d

operational efficiency.
data cleaning Data Cleaning s the process of identifying, correcting, or removing inaceurate o Ranschaert,
corrupt data records _Erik
data control policies for Egnyte
P




Terms Citation 1[1]  Definition2 Citation2  Definition 3 Citation3  Definition 4 Citation4  Definition Citation5  Related terms
and synonyms
2
data dredging Astatisticalbias in which testing huge numbers of hypotheses of a dataset may  SPIZ70 statstial bias;
v the resul phacking
nonsignificant
data drifc Microsoft_Azu
re_documenta
tion
data-driven Data- provost_data_
the analysis o data rather than purely on intuition. 2013
data fabric Adata corpus, after d IEEE_Guide_t
dat: icil [ PA
, prediction, and /or prescription.
data fusion Ap data, generated p isintegrated  SPION “The process of 3
and/or correlated Knowledge, and, N
Aset csre NIST_1500
the ent necessary to ensure data management within an organization
and d managed by the
enterprise.
data mining ights,spot Brookings_inst Data y Ranschaert, aime_measure
trends, patterns. dtohelp  iwtion i d _Erik . ment_2022
proces others, potential reationships and impacts citinig 1S0/1EC
that shed 22989
algorithms, especially machine learning, than traditional satistcs.
data point adiscrete unitof information. TechTarget_da. the information we feed into the machine learning model Morris_John_
ta_point data_point
data poisoning Steinhardt,
theaim _lacob
ofcorrupting the learned model
prepar hameed_data_
carly P g pipeline, e, data h 2020
struetural and syntactical levels
data proxy Data Comptroller_0
unobservable or immeasurable. flice:
data quality plied needs when IEEE_Soft_Vo  The dimensions of the IMF definition of “data quality* are: OFCD
used under specified conditions cab
- integri
- methodological soundness;
accuracy and relabilty;
- serviceability;
- accessibility
a P
- legal and institutional environment;
- quality awareness
data science Reznik,_Leon or Dat: Ranschaert, ful througha  NIST_1500 Jgorithms, and Al_Ethics_Mar artfical
dat bk process of discovery or d “bigk_Coeckelberg intelligence
different sourees, data” Tod often used in this field. Next to analysis of data, (A1) machine
the captaring, and Tearning (ML)
interpretation of data.
data scientist Ap regimes of NIST_1500
Iytical ki
engincering P .
data seeding W IEEE_Guide_I
P
domain.
ling process. d, Furche,_Tim
leaned and integrated, i d
analysis
decision l ed levant data IEEE_Guide_I Types of tatements in which a choice between two or more possible outcomes  IEEE_Soft_Vo
within a given process. PA controls which set of actions will result. cab
decision point A point witt IEEE_Guide_I
alternative paths, including recursive. P
decision subject
decision tree i y Reznik,_Leon  In this chapter, we describe tree-based methods for regression andclassification. james_statistic
attribute, each branch represents the possible outcomes of that test, and the of  al2om
Teaves represent the class labels. In ; we typically
the mode of towhichit
belongs 5 P pace can
methods.
belief ora course of action  Wikipedia_Dec choosing ranging  APA_decision_ Decision G or hoice of action - of what to do or not do. Decisions are made to achieve goals,  Baron_Thinkin
among several possible alternative options. It could be cither rational or ision-making cut (e making belicfs g_and_Deci
irrational. lecti te). Psychol 1 ng
values, Every ke ated person rates or assigns
decision-making process produces a finl choice, which may or may not prompt . looking at Lehto_Nanda_
action. the clements that recur within these decisions 2021
acomp TechTarget_d  amodel- or f Burstein_Hols
system capabil Iy dita ccision_suppo maki at apple
cther data and knowled stem but to extend his 1t
uses data, provides a clear user interface, and can incorporate the decision
usual i ded to help peopl maker’s own insights.
decisions.
dccommission the total 1G1190M_AIOp
Production and s_Decommissi
and impacts, " benefis (i. on_vi00
. optimizing the cost reduction),
i i q “What would likely  IEEE_Guide_I deductive
happen IE..7" Deductive analytics evaluates causes and outcomes of possible  PA reasoning
future events.
deeplearning y Brookings_Inst broad family ia Russell_and_N Machi metho data learning, Reznik,_Leon A form layersof Al Ethics_Mar deeplearningb
neurons. In so doing, deep Iearning employs statistcs Lo spot underlying trends  itution i “neurons’ simple interconnected processing units that interact. K_Cocckelberg understand the world n terms of a hierarchy of concepts, with cach concept  ook_intro
or ysis. Some strengths. The word “deep” rfers to the fact that the ircuits are typically W ,.
have labeled this s a way to ‘learn by example” and  technique that *perform(s] organized into many layers, which means that computation paths from inputs to perience, for
i text, or sound’  steps. Deep learning specify allthe knowledge that the computer needs. The hierarchy of concepts
» approach . f
a ) y playsa simpler ones. Ifwe draw a graph showing how these concepts are built on top of
electronics, and manufacturing, among other areas significant role in reinforcement learning applications. each other, the graph is decp, with many layers.
dcepfake Digital by Alland/or  Brookings_Inst. A digital agorith awue
y shedidnot  itution way that makes the video appear authentic.
actually do or say. Pictures or videos can be edited to put someone ina
though the person did not actually do or say what is shown. Increasingly, i is
tual
videos and images.
deletion Of an <X, the action of destroying an instantiated <X>. IEEE_Soft_Vo
cab
the -critical SPR00-12 pai cIsa devices, o STO4-015
critcal depending resources or services. other threat actor.
upon the service provided) L websites, banking), or
other
condition nety
simply
While their resources and services are inaceessible.
denigration (denigrate) to attack the reputation of merriam- (denigrate) to deny the importance or validity of erriam-
webster_dictio webster_dictio
nary_2022 nary_2022
dependability d (note ¥ includes availability, 1S0/IEC_TS_
reliability, bl a 57232022(en)
and, durabili
Note 2 used a
item)
deployment Phase of a project in which is put
resolved
Insigh question, 3

happen?"
the cause(s) of an event(s).

IEEE_Guide_I
PA

definition
applicable.
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Terms Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4 Citationd  Definition 5
deterministic modelling [that] produces consistent outcomes for a given sct of inputs, Sourabh_\eht
regardiess of Jeulated. _deterministi
None of them d cach
solution.
The 110 the model. 1t
‘make allowances for error.
n algnmhm that, P cske
developer Agen SPRO0-37  Individualor org IEEE_Soft_Vo
cnmpm\ems orsysem sevies: systms iniegrators; vndors and roducr design, testing the system or  cab
nternally software lfe-cycle process.
i orgosion ot o st i
dagnosic andycics  Insighs eporting and nformation answering the question, “Why did something_IEEE_Guide. |
happen P
the cause(s)of an eventis),
diagnostics IEEE_Software
Vocily
privacy- For o datasts D and 't difer inat most ne ement arandomized  gong_difesens
enhancing.tee al_z020
ijection of ‘noise’, Noiseis a random alteration of data n a dataset so that hnologies any subsct of the output SS9 f SMS satisies: \begin{equation}
arder to reveal. An M) \in ) g xphcpslon P D) \in - \deha
important aspect of differental privacy is the concept of “epsilon”or ¢, which \endfequation
evel of added Farthermort,when S\det - 05 an algorithm M s sid to guarance \emph
or “privacy parameter’ {S\epsilons-differential privacy}
two appl hunter_differe
unequal, that i, pi = pa. ntial_1579
digital labor Digital IEEE_Guide_1
hat o PA
by
human labor.
" IEEE_Guide_1
ied tabor. PA
dimension “The dimension of an objectis a topological measure of the sze of s covering.  wolfram_math. Distinct components that a mulidimensional construct encompasses IEEE_Soft_Vo
ort 3 specifya _2022 cab
point on the object.
taking data Shalev-
P ancw sp Shwartz,_Shai
discrimination Ziiobaite_Indr
than on individual meri B
Facialy d Lipton, Definit friedler_comp
impact on members ofa protected class. zachary  P[Y =1]S arative_2019
pa Lipton,
zachary
tests for voting clighilty).
distributional v dof  Meinshausen,
robustness justa single target distribution. Nicolai
diversity that from another, ncluding Scth_Boden_2 Diversity: lfe  GWU_diversit HUD_diersty the ractic ofnludingthe mary communte, ene, s b, £0_DEIA 202
020 y_and_inclusi_anoth ¢s more than _and_inclusi e of he American peoie el 1
ideas, backgrounds, and opinions peaple bring. lorientation,  on this. We all bring persp life styles and e commanin.
counry forigin ;n.u.w, intellectual traditions and perspectives,as well i the pover
I respect fined by who dividual
rcelenes i seahng , scholarshi d experience,talents,
support services. ployee. Diversi i
o luding but
notlimited . language, race, color, disabilt, cthnicity, g
age, veteran
efficiently and effectively. In simple terms, diversity is the mix.
C IEEE_Soft_Vo
d dei fying, reporting, or ts, cab
procedures,or results.
domain Dist within common IEEE_Soft_Vo dat y SP800-160 pecific field igeor expertise aime_measure
rules observed, and over which a distribution transparency is preserved. cab ,and (3 n_2022,
protection needs. citing 50/1EC
2382
1 McCue_Callee
of a specific feld o inquiry. n
domain shift Differences between the source and target domain data Stacke,_Karin
¥ P Kelley_dogioo
champagne how well it works and where improvements can be made. ding_20:
‘the p h based on IEEE_Guide_{
the conditions present at the time of execution. N
protocolto Reznik,_Leon  An attack in s Aformof which the. D NIST_CSRC. » NIST_CSRC. in
tcan be used in a sub can selcc moreofthe  manin-the-inorderto ntrceptand or alter data traveling between them Inthe context of man-in-the. system so
omsqueade m e chmant. ‘masquerade as the climant. entites involved in 2 communication associaion. ‘middie_attack the attacker would be. middle_attack
. orber and CSP
during authenticator binding.
edge case a problem or situa ly in computer cambridge_dic
the highest or tionary_2022
n toimprove Al large  Darnell_Coss.
fnaneil services ogizatons n he US. A tepration of an ective Hall
i of the best a
aachsicp o
process.Of course,  cultur of effective challenge must apply 1o cvryone
developing an Al system, even so-called “Fock-star” engineers and data scientsts
embedding fold, graph, il

emergent isks

emulation

end event

engineer

ensemble

environment

equality of odds

et such a way that
are preserved. For

of plus and times, d
graph embedding preserves connectivity.

One space X is embedded in another space Y when the properties of Y restricted.
to X are the same as the properties of X.

and achieves the same results as the imitated system.
An activity, task,

. 3a: a designer or builder of engines; b: a person who s trained in or follows as a. Merriam-
enterprise Webster_engi

by skllful
an apparatus.

person who runs or

V.1 to lay out, construct, or manage as an engineer.
 machine learning paradigm where multiple models often called “weak
learners) are tained o solve he same problem and combined o gt better
results. The

we can obtain more aceurate and /or robust models.

wolfram_math
2022

IEEE_Soft_Vo
cab

IEEE_Guide_I
PA

Joseph_Rocca
Ensemble_m

ethods

subject system
(Eauatizd odds) e sy thataprdicor pect hardt_equality pe
Y,ifbY and A _2016 p person be
onY. ape for the
In other words, the pr
rates. [

error

9. abinary pr
with respect to A and Y if PrfbY - 1 A= 0;Y = 1] = Pr{bY = 1A= ;Y 1)

the observed Fan index and its “true value. Errors
i as

.
“errors” Systematic errors are called *biases’.

hardt_equalty. a
2016 should be equal for both protected and unprotected group members. I other
s, th dand

rates.
OFCD. bserved, condition and
the true, specified, or theoretically correct value or condition.

Mehrabi,
_Ninareh

Mehrabi,
_Ninareh,

aime_measure
2022,

Ging 150,

Guide 99

IEEE_Soft_Vo  measured quantity value minus a reference quantity value
cab

Citation 5

NIST_CSRC

man-in-the-
‘middle_attack

Related terms

synonyms  definition

inclusion

distributional
shift
dogfooding,
eating your
own dogfood
man-in-the-

midde;
interception
artack

ontological
uncertainty

applicable.



Terms Citation1(1] Citationz  Definition 3 Citation3  Definition 4 Citationd  Definitions. Citation5  Related terms
and synonyms
6]
error propagation  the way in which Dort_2018 propgation of
caleulated results uncertainty;
proprgation of
ethics definition 1a:a set of moral principles  a theory o system of moral values;  Merriay n. APA_ethics
definition 1b: "the principles of conduct governing an individual or a group”;  Webster_ethic 1 the branch of philosopl judgs
definition Ic: “a consciousness of moral importance’; definition 1d:"a guiding (.., what is right and what is wrong) and their nature (.e., whether such
philosophy’; definition 2:‘a subjective). The study of the first
definition 3 "the discipline dealing with what s good and bad and with moral P the second
duty and obligation” ‘metaethics. Also called moral philosophy.
2. the principles of morally right conduct accepted by a person or a group o
idered pec I for example,
proper cthi d
professional ethics; research ethics. —ethical adj,
n d % AlLEthics_Mar
that aims to integrate ethics in the design and development stage of the k_C
technology. design’ Similar b
terms are "value-sensitive design” and "ethically aligned design:
evaluation () systematic determination of the extent to aime_measrue 3
which an ment_2022, Fvalation,
something. citing ISO/IEC Verifi
24765 and Validation
EVV)
evasion Ink v P to tabassi_advers
find a small arial_2019
results in output misclassification.
example definition 1:“one that serves as a pattern to be imitated or not to be imitated’;
definition 3:"one that is representative of all of a group or type®; definition 4:'a  Webster_exam
paraliel model’;  ple
definition 5:°
rule or precept or to act as an exercise in the applcation of a rule”
exception th e IEEE_Guide_I
v of the process. PA
unanticipated event within a process due Lo an undefined or unknown input,
undefined or event.
execute plan, 3 spion . process, P IEEE_Soft_Vo
i d cab
providing work performance information,
exccutive one that exercises administrative or managerial control Merriam-
Webster_exee
utive
the Blank,
existence. _Abagayle_Le
and identity by not e
1 the same.
b P technology
peopl recognition
having implicit
experiment y hy essby § one or P nist_statistics
p purpose of lators. L 202
Jationshi p
bl A various (responses) 2 D
more of et i, and th
ppropriately the scope,
experiments. especially the number of runs, can be more ambitious. Further, modeling
Good pr Lati for compt . and
K I networks,
e o
process optima and for evaluating process tolerances.
expert system Aform of Al h Hutson, gram P program ths knowledgeand  OECD. Comp bi fieldor  IEEE_Soft_Vo A comp. NSCAl
dical di It combi ofhand-coded rules _Matthew  solve P to require ¥ cab
for applying that knowled; @ significant human expertise for their solution. human expertise. ly then rul iy
replacing hand coding. procedural code. The term “expert system” was used largely during the 1970s and
80 and promise of
! of le-chaining
expertise Knowledge Pussive  Schneider_Mc
e ype of Grew_in_Flan
I is  agan_McDona
e tered ugh 2018
deliberately and for which there are clear benchmarks of success.
explainability I NISTIR_8269_ the extent to which Al decisioning processes and Comptroller_O The ability to explain or be explained. In the context of ethics, it refers tothe  AI_Ethics_Mar an Al system in NSCAL interpretabil
prediction and produce nsights about the causes of decisions, potentially to line  Draft outcomes are reasonably understood. fice abiliy " havemade  k_Coeckelberg
up with human reasoning, a decision; thisis part of what it means 1o be responsible. )
2
‘were considered, but not proposed, and why not).
explainable artificial XAl secks 0 make Al more understandable and interpretable, and therefore  Brookings_Inst Al a can Al Ethics_Mar
intelligence (XA1) trustworthy. One of " itution t bout how it came i K_Cocckelberg
i how it operates. K
That
leads t0 a ituation where outsiders cannot understand or explain how Al
L That lead
people to suspect the I certain
of Al or the specific way it reaches decisions,
explainer Al_Fairmess_3
60
explanation ¢ outputs NISTIR_8269_ principl NISTIR_8312
Draft reasoning for each outpu.
exploratory. ol nist_statistics
employs a variety of techniques (mostly graphical) to 1 maximize insight into s _2012
data set; 2 y extract imp ;4. detect
models; and 7. determine optimal factor settings.
be extended bordens_Resea the extent to testing can APA_external_
reh_2011 ol ple, the les likely  validity
obtained willitbe & it
and time periods
facial Atechnolog fctures or videos. It Brookings_Inst Records the spatial geometry of distinguishing features of the face. Different  Woodward [ Faparticular  NISTIR_§250
operates by analyzing features such as the structure of the face, the distance — itution e different methods of b i foc person. They are not built 1o identify particular people; instead they include
persons d mouth. 1t ‘measures of key features of the face. face
controversial because of worties about privacy invasion, malicious applications, of val the
& Inaddit - rson. The extractor typically consists of a neural network that has been trained
documented on ID-labeled images available to the developer. In operations, they act as
photos of p
usually never seen belc
Thisisa
cs are. Itis
compared 0. threshold value to decide whether two samples are from, or
represent, not. Thus, recognition pe
plate’),
fair-washing respects some  aivodji_fairwas
ethical values hing_2019
entry " regarding ° Anna
for algorithmic stated and interaction” Wierzbicka,
fairness7) “generally applicable’ and “reasonable” (We have to get the full definition from  English
the book.. Meaning and
ulture
(Oxford:
o
University
Press, 2006),
152-54
i models. Al_Fairness_3 google_glossar
60 fairness metrics include: y_2023
equalized odds

predictive parity
counterfactual fairess
demographic parity

fairess
metrics.

definition
applicable.



Terms Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
false negative An example in which the predictive model mistakenly classifcs an tem as n the  NSCAI an outcome where the model incorrectly predicts the negative class. Varshney, 1. An instance in which a security ool intended to detect a particular threat fils
negative class Kush ©
se- 2. Incorrectly lassifying maicious activity as benign.
positive-
falsc positive the positive NSCAL an positine clas. google_dev_cl A false positve s approving an applicant who should be denicd Varshney, 1. Analert that incorrectly indicates thata vlnerability is presen.
class assification- Kush 2
true-false- 3 tool
positive- malicious.
negative . Incorrectly classifying benign activity as malicious.
Terror.
10352 type T error. When “health-testing” the components of a device, it often
based on some.
correctly.
spion
presence of hardware or software faults
favorable label A Al_Faimess_3
recipient. The opposte i an unfavorabie label. 60
feature It
ethod in which the  Khalid_feature
input space onto the lowdimensional subspace that preserves most of the 2014
relevant information
tow impor the model;  saarela_featur
2021
anceio s regdens o e
shape (e,
feature shift i linski_featur
cavsed e i, wedefne  new ypothess e orcach caure ndidaly. 2020
Naively,
cach !
an by looping values
Thus, marginal purpo
hercfore, More formally
the - conditional
values of the other features
federated Public_Health
ind_informa
location. ies_MIE_2021
feedback loop leveraging A s
end-user actions in order to retran and improve models over time. The Al ai_feedback_I
oop
ple, 10 fecdback o the
‘model, allowing it tolcarn from ts mistakes.
fitting Fitting i the p " the data the previously OECD
specified interval.
firmare Computer programs and data stored i hardware - typicall n read-only memory SPB00-37 IEEE_Soft_Vo
(ROM) 3 P de as read cab
dac the
programs.
Forecasting Estimate or prediction of conditions and eventsin the project’s futurc based on IEEE_Soft Vo _ Predicting lof Hyndman,
formation and » he time of the forecast cab lable, includ any. might _Rob
impact the forecasts.
at completion and estimate to complete.
four-fiths rule it s v [ ocenent i) v gl EEOC_Q4A_E
consider a selection rate for ‘roup which isless than  mployee_Sclec
o 4 Sy iy poscen (047 fte cecuin e Tor s gowp
with the highest selection rate as  substantially diferent rate of sclecto
This *4/5ths’ or “80%” ule of thumb is ot intended as. egal definition, but s a
P of
i i d oth
raud deteetion Monitoring the behavior of populations of users n order o estimate, deteet, or  Kou, Yufeng  detecting and vt Behdad
avoid undesirable behavio. them 101 system manager.
spiou
intervention while adapting to operational and environmental conditions
1 Networks, or GANS for w© Brownlee,  Apairof that Hutson, o crs_Al models useful
h neural _lason . Matthew in
networks. learning P! he other a
outputs are real or fake. A major advantage o cach network
ha way that the model e o s dots e b de e e IFoff the ot
output ples that p have been original data
dataset
@ Arham_slam_ . McKinsey_gen
eligence images, musie, text, simulations, 3D objects,videos, and s History_2023 e, images, ext, simulations, and videos, erative Al
ottt o A e oo e wlumd] o
global {inspprosch ) (e o undrstand the el 23wl opy roduces a NISTIR_8312_
nities_2020  model Full
governance ditions, and hated  NSCAI I o policies,rules, and processes. spro
5 s
Alg
those imited or withheld.
raph Diageam avariable in comp that of one IEEE_Soft_Vo directed  wikdpedia_gr
Diagam [ aab raph.ora simple graph o distinguish i rom a multigraph) s pair G = (¥, E).  ph_2023
of nodes and internode connections called edes or arcs. where V dE
set . lines).
b G Nseal
unit (GPU) "
devcloped o elfcin: prallel i i
¢ designe “
graphical user nterface A GULis a type. jansen_graphi
@uy screen pro blemthalmnfmmzdearlycompulzrns:rs ‘These carly userssat cal_1998
downin front of . and faced a blank screen, vith only a prompt. The.
compiter gave the ser o ndcatlon what the waer e 40 er. GUIare an
attempt eptual lovel, e
cach other
ground truth format ded Collns_Dictio. value of the target variabl for a particular item of abelledinput data sime_measure Muller,
by inference nary_ground_ ment_2022,  considered to be the “dependent variable” that s predicted by a collection of _Michael
truth citing ISO/IEC. features (independent variables)
950
group faimess “The goal of Al_Faimess Mehrabi
or autcomes. 60 _Ninareh
hacker Unauthorized user who attempts t or gins access to an information system.  Reznik,_Leon who uses his g IEEE_Soft_Vo
hallucination 4 unfaithiul irvey_of_Hal whena bot confidently says something that is ot tre. Liam_Tung_2
contenf;..] there arc two main types of hallucinations, namely intrinsic amaion o 2_Meta_hall
hallucination and al NG ucination
fan
P
hardvare tore,or progamsor IEEE_Soft Vo
data
harm An undesired ] the key points zugmnng s 1o damage, njrs o hurt Black's_Law_
in some  afety_i Dictionary_har
oo the e ening ™
probabilty
harmful bias Harmtl biasca becierconcous o unconscious ncorsciousalslnow,  humphrey._dd
dtoa  ressing 2020
e or beh
by individuals
of members of

advantages or disadvantages

] Lim_Swee_i

resource. [They are] immediate, easily quantifiabl, discrete, and transactional.

Citation 4

CSRC_false_n
gative

CSRC_false_p
ositive

NSCAI

Definition 5

Citation 5

Related terms

and synonyms _definition
6]

Type i error
(in statistics)

ype | error (in
statistics)

closed-loop
learning

applicable.



Terms

harms of bias

that produces a type of

skew harmi; .. further classifie(d] into harms of
Slocation and harms of represcntation.

harms of y
representation difficult to formalize,diffuse, and cultural
theart i
from the gathered activity raw-
devices)
human-assisted The type of

human capital
anageme

human-computer

i rtracions e oo ot ol of et of ok plans, e, during the
exceution of a task.

Human capital

i h tal strategies: how to
their

hare price, and

technology investments, and increasing productivity.

Citation1[1]  Definition 2

Lim_Swee_Kia

Lim_Swee_
_harms
Gupta_et_al_
HAR_2022

SPioit

Merritt,_Linda

Poore_Lawren

Citationz  Definition 3 Citation3  Definition 4 Citation 4

thods and h the  ce_ARLIS_202
3-0
human-cognitive bias  Human-cognitive biases relate to how an individual or NIST_ALLRMF
information o make adecison or il i mising nformatin, or how omane " 1o which can be due to cognitive limitations, motivational factors, and /or
adaptations to natural environments.
use, including the design, implementation, operation, and maintenance of AL
Detection, correlation, and IEEE_Guide_I
‘machine learning [
ful
capabiliy.
e tolearn Bassiouni_Baff
es_Brard
P AnAlsystem teract DOD_Modelin
gand_Simula
tion_Glossary.
' " NSCAL
Al Feffort
A thods and Poore_Lawren
y i d human users, equl  ce_ARLIS_202
teamwork, and designs that enhance human-Al interaction. weighting. 301
per 1 spioi
intervention Some extenuating circumstances.
professional or studeny)  45_CFR_46_2
018_Requirem
and uses, studies, _
information or biospecimens; o (i) Obtains, uses, studies, analyzes, or generates (2018_Commo.
n_Rule)
human system hods and Poore_Lawren
“whole-system’ or * ystems’level, ce_ARLIS_202
301
human values rtificial daily lives and as such  Virginia_Dignu The quar f wolfram _math  wh lives, with d morality.  Batya_friedma
ea . weak ifctal intel _Responsibill 2022 g, dignity, and justi n_VSD_Introd
like any other technology, s not value-neutral. Understanding the values behind — ty_and_Artific uction
we want our I l_inligene
y Alto
mean in our societi idel
i v a
differences behind by others
according to other cultures and principles. *See note.
ML model (e.g, the penalty  On_Hyperpara
parameter C in a support vector machine, and the learning rate to trin a neural -~ meter_Optimi
network) or to specify the algorithm used to minimize the loss function (e.g, the ~ zation
I network, P
ina support vector machine).
Aterm used g OECD.
to the nul hypothesis are considered.
impact the force of i maj Merriam- Iy canbridge_im
Webster_impa. person pact_2(
a
that Bipartisan_Poli
Inthe  cy_Center_im
context of Al longside  pact_assessme
this system's intended use, for whom could it fail? s
impersonation thedata Security_Analy
controller. sis_of_Subject
identity _Access
" y Defeating
the primary objctv o any authenicaon protocl. The eslt oftis atack s a
heedi legaly
Which theythen el for 2 specied price)
in-processing model  SPI270 Mehrabi,
v _Ninarel
(cost) function or impose a new optimization constraint.
in-processing thatis applied to a model Al_Fairness_3
algorithm 0
incident asituation in which Al systems caused, or nearly caused, real-world harm. Alincident_D a FBPML_Wiki leged i near . property, or AlLincident_E or Hasan,_Raza
Model. where an Al system is implicated. ditors : breach of
dent anincident company, AlID_incident
a ping or depl Al _response
or Al system involved in said incident.
inclusion describfing] the active,intentional, and -in GWU_diversit HUD_diversity. c and use of the tal a EO_DEIA_202
people, d y_and_inclusi plce for cach person. _and incusic. backgrounds. 1
tellectual, socia, cultural, on her full potential.
d
ki
uniqueness. I flexibilty, and fairness.
pr y ed encouraged o Seth_boden_2 for their
fully participate, and able to be their authentic selves. 020 unique quaities and experience a sense of belonging.
independence or, y ation in IEEE_Soft_Vo nist_800_2010
technical, I tentional or unintentional b the chances of the occurrence of the other event. The mathematical
formulation of the independence of events A and B is the probability o the
occurrence of both A and B being equal 1o the product of the probabilities
of Aand B i, P(3 and B) = PA)P(E)
dividual ‘The goal or autcomes. AlLFairmess_3  Give similar predictions to similar individuals Mehrabi, aime_measure
60 _Ninarch ment_2022
citing Machine
Learning.
Glossary by
Google:
inference ‘The stage of ML in which a model lsnpphedmnusk For example, a classifier  NISTIR_8269_
model produces the classification of a test samy
deliver Compiroller_O
component o v the flice.
y, integs ISO/IEC_TS_
addition, other  as authe abilty p . 57232022(en)
and reliability can also be involved.
input Data received from an external source

insider attack

‘Those who are within [an] arganisation may have authorised access to vast

day fand] should an indi
choose their
tensive knowledge, they are

IEEE_Soft_Vo
cab

IEEE_Caught_
in_the_Act

Definition 5

Citation 5

Related terms

and synonyms _definition
6]

content harms

human-Al
teaming

participant

diversity

applicable.



Terms Citation1[1]  Definition 2 Citationz  Definition 3 Citation3  Definition 4 Citationd  Definitions.
insilico acompr World_Wide_
Words_in_sii
instance Discrett h table, and the world from which Loronwhicha  Kohavi_Ron
Individual oceurrence of a type ‘model will be used (¢, for prediction).
2 A odel.
integrity y oduct, ition, and includes CSRC “The property whereby a s property e 1SO/IEC_TS
to, or modification of, computer programs or data. ensuring information non-repudiation and authenti system or y | transmitted, o stored; P 5723:2022(en)  others.
and completeness
t proc that - IEEE_Guide_]
automation [
The
ctivities, and
tasks in one or more unrelated software systems that deliver a result or service
with minimal or no human intervention.
interaction hat fthe object.  IEEE_Soft_Vo
cab
it your P bordens_resea @ astudy APA_internal_
rch_2010 ture and validity
In other words,
e o
cause-and-cffect relationships among variables.
spioi Degree to which two or more syst ducts or TEEE_Soft Vo The execution, ddata NIST_I500
successhully with minimal effort by end user use that exchange under specific conditions.
tem output. NSCAl “The abilty to explain or to present an ML model's reasoning in understandable  aime_measure
2022,
Vi syt o o i what i 0 b g change i oput o g ichine
algorithmic parameters can be pre Learning
Glossary by
Google
del obey P of rudin_interpre
table_2022
understood by humans. These constraints can differ dramatically depending on
the domain.
y e Pl Covert_et_al
p vant data Ithe data be
1o intervene with regards to the processing of their own data . [to ensure] that
data subjects
whom.
kil switch aform offa d ofan  Techopedia_ki
it
immediate shut offis required.
Knowledge n cr dictive, and  IEEE_Guide_I ts,concepts or _ aime_measure
in or available to or fr puting  PA rules, organizedor g ment_2022,
system. use citinig 1S0/1EC
22989
label Avalue corresponding to an outcome. AlLFairness 3. target variable assigned 10 a sample aime_measure
60 ment_2022,
citing ISO/IEC
22089
label shift Under el i the abldistribution ) ight change bt th class- Saurabh_label
conditior 2020
- We work with the label shift tion, . ps(xly)
= ptixly)
Jass of - o Al_Assurance_
(LLM) ” LiMscan 2022
be classed Generative LLM
dels that output text
essay They are typi
p agiven task.
1 I text, such
ing whether a text was made by 3 human or AL
that captures p: Gustavii_Ebba
previously unseen language fragments.
learning Dennis_Merca or abilties ater practice, APA_learning.
improves its performance by gaining knowledge. dal observation, or other experiences, as pm— by change in behavior,
Knowledge, or brain f
sting it with
relevant existing knowledge activated from long-term memory.
least privilege principl csre i & SP-800-12
d » duties
needs to perform its function.
lemmatization the process. they  Artasanchez_I e totheirroot  Techopedia_le grouping together words with the same root or lemma but with different Techslang_lem  the grouping together of different forms of the same word.

Cane anaied s sngl e

TechTarget_le

the quality of moral consistency, honesty, and truthfulness with oneself and

oshi_AI_with.__lexical components mmatization_ inflections or derivatives of meaning so they can be analyzed as one tem. matization mmatization
Python
lincar model {a supervised learning algorithm that uses] a simple formula o find a best-it ine dataiku_ML_a_ (inear) An operator L™~ i said to be lincar f,for every pair of functions fand g wolfram_math
through a set of data points nd_linear_mo._and scalar t, world_2022
dels
Lo(fog Lo
and
LN,
tocal iy ocus o xplanation ofndvidal data nstances. Genertes one _opportu per NISTIR
ianation map & podatex s 2020 Full
ocalzation Creation of a ational or specific reg\ona! version of a product. IEEE._Soft_vo
aab
logistic model described by wollram._math
the differential equation world_2022
(AN)/- NN /K,
0
where (rate of K
/(@-rx(-x),
)
which s known as the logistic equation and has solution
1/(101/(x_01De~-10).
hine ) n Al_Fairess p improve Mitchell,_Tom  Machi Pyle_and_San The study or Nscat A thod of
60 automaticaly through experience. s b progamming lose training problem t
data in order to perform a speciic task, like aiding n prediction or decision- with limited or no human intervention.
e pr . prog:
IEEE_Guide_1
coniton hat impactoperaio o he ompiter ysem o or roiher [N
e system.
‘malicious actor See bad actor.
malare dware, fi or orinsertedina  Reznik,_Leon  Softwar per cisn
system for  harmiul purpose. unauthorized function or process.
materiaity ettt sgnicnceof s e ekt o et of il o OFCD.
formation.Ifa mater is materil to theset of nformation, then it
ety e ofsgnteance o s ot formaion
McNamara fallacy  presum(ing] that NMeNamara_Fal
casily
must d () fact "
in quantitat ornoth
suceess. This lawed I
fallacy.
measurement process of ory t0an aime_measure bout socialreaity[Jthat Leavy_OHQR_ h methods and Hammarber_ i of  Russell_2003
attibute of numbers to 2 ] to explore, describe, or expl: i unpa o o 2016_Busetto_ g Brannen_2005
b cumglso/lr_c people ascribe to activites, situations, events, r [artifacts]: buid a depth of for n, orgnation, 2020 003). When
anumber wan 2 e 1,2016). Qualitative ppropriately a
bute of of having the object . 1973) of peop hcsstement ey snowers duemont ot oy o Mo when. nd how u
engincering d bet a and, @
. whether t »
other techniques; (5 igure, extent, o amount obaine by measuring by looking at "

p
those involved.

ded by Gymamic,indiialofcolertiv beles und complcx Taii-component
interactions or interventions (Busetto et. al, 2020)
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Related terms
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computer
simulation
testing

explainability

language
model

large language
model (LLM)

trojan horse

quantitative
fal

applicable.
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Terms Citation1[1]  Definition 2 Citation2  Definition 3 Citation3  Definition 4 Citstion4_ Definition's Citations Related terms
aime_measure operations, 3 aime_measure
men 2022, atribute wit respect 0 speciid sl ment_2022,
clung 50/ cling 50/l
G 247
e e
model(thar tests the adequacy (as indexed by model i) of the specified properties—ie. d-2008
measurabiity abltyto assess an attibute of an entityagainsta metric (note §“measurable” s 1SO/1EC_TS_
the adjective form of ‘measurability) sr2i2022en)
Lo whether the record
was used aspart ofthe model’ raning dataset or not.
metadata Metadata s data tha defines and describes other data orcp Data that describe other data Ign_sa o bt enpored o
aab . i
accessrights,and dta volaiity,
metric defined measurement method and measurement scale o/tkC_Ts_ . or process _aime_measure
s7z2022en) method and the ent_2022,
measurement scale: £, measure in this section above citing 150/IEC
24765
minimization (Partof 0l yrea 1CO_data_min of personal EDPS_data_mi
[ imisation “They should  imization
e underdt protcion i g persona . oras hat n ot
that any persor words, : )
the purpos: L
nto
. which provide data must be ‘adequate,
a tech P
phase, partcs, s part ofthe
procurcment process due digence
mitigation the process 5 Ajun_Subram
disparate model prformance. ortan_bias_mi
tigation
d methods the rescarcher cllects and the inquirer or nvestgator .
y en sace
integrates
o Creswell_Clark
- u
philosophy.
oS symeonidis
ool for he deployment of ML modes n production. Lops. 2022
model Afunction that takes features as nput and predits labels as output. AL_Faimess_3 devcloped,trained  FBPML_Wiki el theory or the whichis  OECD A conceptual, mathermatica, spizio + approach that Compirollr_0
60 i rded ina system of id processes. Tinancilor mathematielheiric echmidien o sssmptons (o process e
purposes unless otherwise sated. o thatis to say but ! which
he word pop ot information ich dl
and possibly somewhat ver worked. be captured inthe model, ortng
componen,
Model 3 douputthat Kang_Danicl
indicate when errors may be occurring
model card Model_Cards_
y for_\odel_R
cultural demographic, or phenotypic groups e, race, geographiclocaion,sex, - porting
d race,or sex and
e the contex o be used, details
of dures, and other rlevant nformat
Model Jin_Saachi
model decay Modeldecay depicts tht the the model Nayak,_Pragati
model editing nareofresarch s o e s, G-t s o Miche,_bri
trained
Tad More  Chandrasckara model
i n inversion:
proprictary model held by the server is extracted (. earned) by a dishonest modelsteling
User whointeracts with th server ony via the query inerface
Mod afirmor open_risk_202
Oranisadon it contrls he procies o Model nmvopmenn Vodel B
Valdation and Model Usage,assgn responsiilies and roles
ot menory e conesof sk agemen. . 12 e
nventory
ormationho b ey P o ogorstio
model overlay Judgmental Comptroller_0
cat,orother known Tmitations. A modeloverlay s atype of overid,ffice
model sk model Fed_Reserve
management . polciesand procedures, control
model suite A group o models that work together. Comptroller_0
ffce
" ) process sime_measure
ai_Model_Trai y using ment_
minimize aloss unction over the prediction range ning iting 150/IEC
2089
the st of ; g yields. theset of princpl Open_Risk_M
as expected fo_model_vai anual_modcl
alidation
monitoring the status of a supplicr and of the IEEE_Soft_Vo the statusin. SP300-160
acquirer o a third party. aab order to dentify change from the performance level required or expected
moral agency “The capacity for moralaction, reasoning,judgment, and decision making, a5 AL_Ethics_Mar
opposed to merely haing moral onsedences. _Coecelberg
b
n how betrested.  AI_Ethics_Mar
i_Cocckelberg
b
naive Bayes he Mitchel_Tom
beuscto i anypractical apltation. I s Clled “aie”becuse
dependent the nstance.
tribute values and where the target function 9 can take on any value rom
Some fnite set V.
naturallangusge A computers attemp to understand”spoken o writen nguage It must parse  Hutson,  The abiity o  machine to process,anlyze, and mimic human anguage, ether | NSCAI
processing bu dintent and The  _Mathew  spoken or written.
proesafen e mactine aming
ok e ncork nel e, decp el e, A model . king nspration o he b, s compose ofyers s e il inmachine  Hutson,
e St s ey g . ik 202, tof photo, s Matthew
o noniearies d o the nextlayer of
Learmign  units.The fina layer represents the answer
Glossary by
Google
nondiscrimination  the practie oftreating people, companies,counties, ctc. inthe same wayas  Cambridge I the context of machine | Ziobaite_indr puposclor | FW5_062.FWthe rciee countries etc. Cambridge_i
others in order to b fair Dictionary () people th larin B inadvertent others in order to b fair ctonary_n
similar people can asermraton
only be aslrge asjustified by non-protected characterstcs.
norma flow of froma start EEE_Guide
N defined Y
normalization Conceptual complex OECD aime_measure
vales,typically -1to 1 0r 0 to 1 ment_2022,
inconsistencies.
3 1S0/1FC_TS
ot obcreation, mesmarcene . o cthr eans. s7252022en)
abservation apicce otherla poole_mackwo_the carcfl, process, forthe APA_obscrvat
sources h_observatio 'y
off-label use

]
lead to biased, overly optimistic results of machine-learning algorithms. The

pipelines that aler the data features
i

that fone] know[s] from the start
adjusted

i
often loading the whole dataset into memory or in batches.

misuse_of_pu
blic_data

Ben_Auffarth_
2001

applicable.



Terms Definition1 Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
line | w y Ben_Auffarth_
2021
ontology A b that  IEEE_Guide_I
N
depend
of automated reasoning.
opacity Jenna_Burrell y Hutson, e nature of some A1 seal h [ tpuc
[to receive] the outp _Matthew comvlex hidden, orou.erw.sem;aque-ome.-«evempersan«enausemuwms stakeholders - usualy an antonym for transparency
how or why a pa Jassification has be interpret
arrived atfrom inpus.
Putting Al systems or be measured.
operator - spion Individual or organization that performs the aperations of a system. IEEE_Soft_Vo $P800-160
or other
opt-in dividual mak user interface  1APP_Privacy._
signalinga desie to shre thei information with third partis. Glossary
opt-out an individual makes an actve afirmative indication of choce viaa user interface _ IAPP_Privacy__
signaling a desire not o share their information with third partics Glossary
outcome Something that follows as a result or consequence merriam_webs
ter_outcome
outlier An outler is  data point that i fr from other points Russell_and_N An oudlier i a data value that lies n the il of the statisical distribution of a et OFCD Values distant rom mostother values. In machine learning, any of the folowing ~ aime_measure
orig of data values. arc outlcrs:» Weights with high absolute valuess Predicted values relatively far  ment_2022
o iting Machine
det Learning
waining,Clipping is one way of managingoutlers Glossaryoy
oogle
output Data transmitted t0 an external destination IEEE_Soft_Vo_ Process by which an information processing system, or any of it parts, transfers._ [EEE_Soft_Vo
aab dita outside of that system or pa cab
overftting i amodeiesto  Hanschar a hypothesis space H,a hypothesis h clement of His said to overfit the  Mitchell,_Tom
predict atrend result o ik (et s thre vt some et hypohess clemot o F such
s overtea that hhas smallr error than  over the raining examples, but I has a smaller
data.An error than h over the entire distrbution of instance.
the data
that )
package afolder machine  about_ML_pa
learning model clages
parametric Alearning model that summarizes data with a set of parameters of Russell_and_N
the number orig
ctivites, and tasks.  IEEE_Guide_I
N
parity Biy) used block of da Rational NIST_CSRC_p._ the qualiy or state of being equal or equivalent Merrian-
“ferm has been replaced by the term “parity bit ty Webster_parit
¥
participation toachieve
participant st dota, inpt businss e, human evetion an e aliving 0 profes Student) 45_CFR_46_2
oo o e fow f s conducting rescarch: 018_Requirem
o ents_
heindiidul and uses, e, oranalces he infomaton o bspecimens or (2015 Commo
(i) Obtains, uses, studics, analyzes, or gencrates identifiable private information  _Rulc)
or idenifable biospecimens
Ap ctive Russell_and_N
Tearning agent gets to decide what actions to ake.
personal data “Personal data means any information relating to an dentified or identfiable  GDPR 0 - thtdentes et o, escrbes, A
natural canbe linked,
dentif such as irecly or indirctly, with  pareular consumer o houscho. Personal
Tocation dat ortooneor infomaion ncludes, bt s ot it e allowing i denies s o
physical, physiological, genetic, mental, ccononic, reasonably capabe of being associated with, or could be feasonably
cultural or socal idenity of that natal person. ke, avectyor indrectly s patr conaumer o novshold
I ame, s posal id
dentifier, I tada add t
name,socl scuriy b derHeene et gosper e ot ather
s e
Ay cmonelormtion descrbedn subdviion € o Section 79880,
(©)Chaturerisics of protected cascaions under Califora or fderal i
format , d
obtained, or considered. purchasing or consuming
historis or tendencies.
® Biometric information.
() Internet or other lectronic network activity nformation, ncluding, but not
limited t h history,and information regard
(@) Geolocation data
()i, lectroniy sl thermal,lfscory,or simar nformaton.
) Professional o emplayment-relted infor
0 Edocaton information fined s mhrmzum\ maz is not publicly available
Right
o Privacy Act (20 US.C. e g nCE a0,
o
ereatca s pref
behavior,atitud
intellgence, abiltes, and aptitudes.
() Senstive persona nformation.
@ ¥ does not
) thatis a matter of p - For
purposes g -
ate, or s, or information
thatat h
; or information
made “ailble by a person to whom the consumer hasdisclosed th information
I the consumer's knowledge.
deidentified or aggregate consumer information.
policy lav_policy_20. 4 pl sutton_reinfor
Py o legilaur n s measures. This term s applied toalaw, 23 cement_2015
ordinance, or rule of & I purpose or as
directed 10 the POLICY
posiionality ones'socialand Malik_2021 Charmaz_ten
' h power e tuation, process,and product.  wood
have because of differences in lived experience
I i Moradi_Samw dels that are not NISTIR_8312_ n readily inter- pretable by barredo_explai
ack-box[] .. d has  Ful design by resorting in- terpretabiity,suchas  nable_2020
global and local methods. G]nbzlexplzmzmnscnncemnnderiundmgzheovﬂzll local expl I by »
ogic and ind example, i i
arecord and an outcome. techniques. Each the most common ways techniques. Each of these techniques covers one of the most common ways
y the humans explain systems and processes by themselves,
problems, . decision tre for explaining random forests, rototypes to explain
rees for ident
for revertinga class labe,
post-p ypicaly spizzo aining by Mehrabi,
training of the mode) Here, the learned model i treated as a black box and its the training of the model. I the algorithm can only treat the learned model asa_Ninareh
The
the holdout y po the -
dataset. post-processing
phase
post-p thatis applied N_Fairess_3
algorithm 60
o variables] and whether Mind_on_Stati boL._
or not that magnitude is important da by _Signi

gorithm

applied

i
Some in the equal employment opportunity (EEO) field.

Al_fairness_3
60

toall

Citation 4
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Related terms
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black bos;
unexplainable

privacy;
consent; opt-
out

privacy;
consent; opt-in

human subject

active learning
agent

reflexivity

statistical
significance
(often paired in
contrast to

(synonym)

applicable.



Terms Citation1[1]
precision A a nscal closeness of- .
model was correct when classifying the positive class. obiained
ed conditons
prediction 3 a Nseal P P information
applicd on input data or measurements.
Iyses of: inference  IEEE_Guide_l
P
ordata
predictive analytics  Insights, reporting, and information answering the question, “What is kely to  EEE_Guide_{
happen? N
.
preprocessing this  SPi70
dif pipe removed. Ifthe algorithim s allowed to modify the training data, then pre-
processing can be used.
nsigh question, “What should 1do  IEEE_Guide_I
about it N
need
privacy freedom from intrusion into the private life o affairs of an individual 1SO/IEC_TS_  frecdom from ins r that
S725:2022en)
individual
It - ENISA
the design of information technologies and systems.
privacy-enhancing A coherent system of ICT (nformation and Communications Technology) PET_Handboo
technology daaorby  k
preventing unnecessary andor undesired processing of personal data,all
privieged p lybeenat Al Faimess_3
attibute systematic advantage. 60
procedure IEEE_Soft_Vo
activiy,or task. cab
process A sequence or flow of activites in an organization with the objective of carrying Setof it

process flow

out work, which may include a set of activities, events, asks, and decisions ina
sequenced flow that adhere to fiite execution semantics. Process levels will

level

defined the overall
intended to be performed, including all exceptions.

IEEE_Guide_I
A

IEEE_Guide_I
PA

Citationz  Definition 3

aime._measure A whicha
ment_2022, was correct wher v-vml-ctmgthe positive class. That isPrecision = True.
uzmgISO/ILC Positive (e Postve - ase Postive)
Gui

ment_2022,
iingisoyize
220:

Mehrabi,
_Ninareh

ent_2022,
Gling 150, EC
TR 24029-1

processing » GPR “Processing’ means any operation or set of operations that are performedon  CCPA
personal data or on sets of personal data, whether or not by automated means, personal information or on sets of personal information, whether or not by
rd @ ¢, ada automated
alteration, retrieval, consulation, use, disclosure by transmission, dissemination
or otherwi lignment or combination, restriction, erasure or
destruction,
processing th Law_Insider_p
environment rocessing_envi
ronment
processor “Processor” swural or legal pers GDPR “Processing’ cepa
oy e procesespesandl s on bk o she comtoer personalnformtion oronsetsof persona nformatin, heherornotby
automated m
duct t professional productmanag
i development, launch, by erHQ_josh_Fe
Al machine learning, and deep learning technologies. chter
product owner [p the cross-  Forbes_Tracy
functional Al tea, _Kemp
‘map. This rol "
backgrounds toward a common goal.
product velocity how fast a product can be delivered to the market Cost_Manage
ment_chis.
[turning the “data product; ready tobe  Towards_Prod
used in lve services, etizing
profiling ed i PR “Profiling’ » cepa Measuring the characteristics of expected activity so that changes t0 it can be
theusc of personal dita
toanayeor natural tion 179815 anatural person
omic. Ith, to analyze
ieresto relabiey, behaviour, locaton of movements. ith, 1 pref erest:
reliability, behavior, location, or movements.
h Al_Fairness_:
have parity. Examples include race, gender, caste, and religion. Protected 60
attributes are not universal, but are application specific
@ fid]ould e chosen | MIT_ pratecte A grou ofpopl it common eharacteristc who re gl protcccd rom - Practal L
because of because. d_Auributes . ¢ rotected_cl
protected [classes] i 1 e A
agee, and socioeconomic status
prototype prototyp oEcD
characteristies and performances of the new product.
provisioning t(humanor  IEEE_Guide_I
‘machine) within an application(s) or system(s). PA
proxy A for another, usually spi270
measurable, variable.
pa pact.Like allforms of disparate  Proxy_Discrim
+, ination
members of t
whena is met. In particular,
p
tral it least in part, from
goals in be
captured more directly by non-suspect data
pe 3 that GDPR 3 means the processing of personal cepa
nolonger subject without information i a manner that renders the personal information no longer
the attributable toa dditional nformati
that the hnical format
person; not attributed to an identified or identifiable consumer.
pseudoscience asystem of th i " Merriam-
scientific Webster_pseu
doscience
quality The totality of features and characteristics of a product or service that bear on its OECD ISO/IEC_TS_
ability to satisfy stated or implied needs. asetof  5723:2022(en)
product, process or service)
racialized y whether  AAS_AL and
or not members of the group self-identify as such _Bias_2022-
ranking by DEV_ranking  position, order,or standing within a group : RANK

‘companies] to optimize scarch and recommendations.

Merrias
Webster_ranki
g

Citation3  Definition 4 Citation 4
aime_measure Cl UNODC_Gloss
ment_2022, I @ ary_QA_GLP
citing Machine be det
Learning pre
Glossary by igher
Googl Independent test resul ina manner
the same Precision
It
forhe ceproducibityof mesirenenss i s e ot o s or
dispers
st f o efors an docs st et 10 s il o specified
value
csre
NScAl

Definition 5 Citation 5
existsa Mehrabi,
i) ath rom A1 it ot blocked by a resomimgwarale v el - Ninar this
s non-resolving. fniiton is
quite technical,
though)

Related terms

synonyms  definition

data-

protection-hy-
design (def:
hps: Zeur-

eulegal-
content/EN/T
xiz2

2016050480id=
532486834

)

personal data;
processing

personal data;
processing;
controller

personal data;
processing

personal data;
processing

applicable.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&qid=1532348683434)

Terms Citation 1[1]  Definition2 Citation2  Definition 3 Citation 3
reason code P b Machine_Lear [response] in denied or other adverse  Comparing_sc
¢ popul table, and ol ning_Interpret action from the model that res_and_reas
e They are. ability_with_H plaining consumer was n_codes
transparent because changing any given input feature (or sometimes a 20_Driverless ~ denied credit
Al
tput at a defined rate, dat
s
intuitve, and even automatic, reasoning about predictions. For instance,ifa
probability of default model of that cred it balanc
the
abilty to pay bill
listed i plain English, P reason codes.
recall Ametric a amodel  NSCAI A metric for classifc delsth: ofall  aime_measure
correctly classifies the true positive tems the possible positive labels how many did the model correctly identify? That is:  ment_2022,
Recall - True Positive/(True Positive * false Negative) citing Machine
Learning
Glossary
Google
recognition the automatic iscovery of regularities in data through the use of computer  Patiern_Recog a sense of pe APA_recogniti o experience to current thatis, o APA_recall
o nition_and_M _ events, or pon  on retrieve and reproduc information; o remember
classifying the data into different categories. achine_Leari  material that has been learned in the past.
ng
A s Das,_Debashis A subclass of information filtering system that seck to predict ating or Sharma,_Lalita
system » ‘reference thatauser would g 1.an e such a music, boks o movies)
information based on the user's preferences from a arge volume of information e or group) they had , using a model
the users
social environment (collaborative filtering approaches)
rectification a h amended bya 1APP_Privacy_
business or other organization if it is inaccurate. Glossary
red-lining o entrench  Banking_on_Y
our_Data_Chr
istopher_Gilla
wd
red-team to emulate a ladversarys  CSRC whicha problem 2 Annie_lacobse 1 “ riskand  Pamela_Goh_
attack or expl posture. The enemys perspective. n_2055 . peopl " [RedTeam 2021
Red Security Consuling, 2016, p. 1] [See note.]
ks and Works for the
deenders i the Bue Team i an persioal evionment. Ao known 55
Cyber Red Team.
reference class Achss iich i 1G1_Global_
Itsinst P erence._class
Ghjcts by subitating fo some Prmie reerence
reflexivity Aform of eritcal thinking that prompts us to consider the ‘whys'and ‘hows'of  Jamieson_Gov : y APA_reflexivity
research, eritcally questioning the utlty ethics, and value of what, whom, and  aart_Pownall er pecialy the
how we st influence of his or her own motives, history, and biases on its conduct.
regression predicting ayesorno Ranschaert, Raynor Saleh_Alkhalfa
input val ik and /or explain one or more atiributes in a database or et of data It is most Wi in_Biote
inmost e
directi p hypothesis
»
h linkage from the input- variables
In other situations h
as s “reasonable’ from
Inthis case,
fines, d 1 nets, and so forth, for which “iree
parameters. The meaning of any one of these parameters can be obscure. Many.
Data  their core,
techniques.

f s Hutson, Algorithms, in Reznik, _Leon A method of training algorithms to make suitable actions by maximizing NSCAI
bstract has " “or Matthew  maximize the given function. rewarded behavior over the course ofits actions 61 This type of learning can take
efficiently” place in simulated environments, such as game-playing, which reduces the need
toward the goal, for real-world data.

relability Relabilyrefers o the cosncesof the il estimatd vl o the OECD abilty of an thout failure, for . 1SO/IEC_TS_ me_measure
subsequent estimated values under Note 5723:2022(en) ment_2022,
calendartime, citing 1S0/IEC
distz ete) and the 22989
Note 2 affect
Jiabliy,such level
and maintenance.
remediation The process of treating data by cleaning, organizing, and migrating it toa safe  CPO_Magazin
remediation. e_Amar_Kana
gy
date However, the sl poces vy dtaed and s sl sep,
" . organizing
i nd gexing 1id o unnecessary dat,
representativeness
reproducibilty Closencss ofthe agrement between theFenls of messrements of the same
measurand carried out under changed conditions of measurem
requirement Merriam-
CONDITION W(bsl(r requi
residual Matioria.R
from the Thus, residual
the portion of the validation data not explained by the model
o fernandez_resi Residual two per Mathiorks_R
of the ANOVA analysis of variance] assumptions. dual_1992test esidual
criteria, a good
estimates,indicating that the residuals are uncorrelated.
! A mod dual
pastinpu
d describe how part of
resilence prep: NISTIR_8269_ <ge t orq a2 ISO/IEC_TS_ ability of aime_measure
and Draft X ; 57232022(n) ment_2022,
recover d of asystem to maintain it functions and structure in the face of internal and citing 1S0/1EC
incidents. The abiityof a system to adapt o and recover from adverse I ch 22989
conditions.
responsible Al An Alsystem that aligns development and behavior to goals and vlues, This  NSCAI
with democratic values.
result The consequential outcome of completing a process. IEEE_Guide_I
PA
retention limit Industrial_Net
messuredn cume th s of the totl collctedlogs n bytes)and time he  work_Security
er of months or years that logs are stored for). _e0n
sk s function of 1) NIST_AL_RMF func Reznik, _Leon  Ameasure of the extent to which an entity is threatened by a potential SP300-12
the egatv mpact o maniude of barm, ot would aris if the crcumstance. 10 reputation). tional assets, individuals, other d the event, and typicallya P
Nation due to the pot use, disclosure, d Id
1302016 odificat asystem. occurrence.
i i ety  the planet.
risk control Toward_an_u
taken] for nderstanding_
s y risks, of _responsible
it K ks _artificial_inte
risks e, visk of black box, and p Tligence_practi
risk tering worthypwe_Model_Ri
of deeper models

risk tolerance

Definition 4 Citationd  Definitions.

e mpacfu o privcy. 1 potenl predeterminatonof cividatscholce
ing

benefits. All of these are examples that should drive a higher o et ing,
and Bx)

dsting MRM
P
A1/ML models and w level of
interpretabiliy emphasis to be in any given case.
Alactors..

risk in order
regulatoryrequiremens

‘An uncertain event or condition that, If it accurs, has a positive or negative effect IEEE_Soft_Vo _effect of uncertainty on objectives
cab

Citation 5

Related terms

synonyms  definition

positionality

applicable.



Terms Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4 Citationd  Definition 5 Citations  Related terms
synonyms  definition
applicable
robotic desktop ‘Ihe computer application that makes avaiable to a human operator a suite of  IEEE_Guide._I
sgraphy to complete processes, P
activitics, transacti
or -managed
workflow.
IEEE_Guide_I tasks,especially those that NsCAl
bi P repetitve
of tes, transact
aresultors management
robust Al An Al system t i i gaition NSCAI
bust light
robustess y « tslevel of 1SO/IEC_TS_ The ability of a NISTIR_8269.
circumstances 5723:2022(en) ce Draft
adversarialy manipulated data).
sq J of a parameter; of Glossary_of_§ a frequently used measure of Wikipedia_RM root-mean-
(MSE) of the Insymbals, if X is an estimator of the parameter t then tatistical_Ter _ popr an s square error
RMSE() -~ (E((X-02) )/ ms (M)
‘The RMSE of an estimator is a measure of the expected error of the estimator.
“The units of RMSE are the same as the units of the estimator.
rounding the transformation of a number expressed in a particular base to a number with  Nick_Higham_ P ] Nick_Higham_
fewer digis. h 2
System, ... must be mapped back nto F.
row describ b prope Nachine_Lear
™ vou'h ning_Mastery
from the problem domain that you have. _iason_rown
iee
safety prop hat it d under defined conditions, ead toa  1SO/IEC_TS._ _freedom from risk which is not tolerable aime_measure
lfe, health, property,or s7252022n) ment_2022,
s e probabilty of harms and the citinig IS0/1EC
possibiliy of unexpected harms]. R 24029-1
scalability dt IEEE_Guide_1
execute a varying volume of tasks, processes,or services. P
score Iy N_Fairess_3
results ina predicted abel. 60
screen out Sereen-out discrimination occurs when a disabiliy prevents a job applicant or  EEOC_ADA_AI tsuitable for a particular purpos) Merriar
p from a group that is being examined: 2) o prevent (something harmful) from  Webster_scree
and the applicant or employee loses a job opportunity as a result” passing throug n_out
security resistance to intentional, unauthorized act(s)designed to cause harm or damage  1S0/IEC_TS_ aproduct or aime_measure
toa system S7252022n) P p ment_2022,
appropriate o their types and levelsof authorization citing IS0/1EC
segmentation ‘The pracess of identifying homogencous subgroups within a data table. Raynor
alor
(human or algorithmic-bascd) that matches stereotypical barkat_human
views of the decision subjects 2023
self-avaresystem A computing IEEE_Guide_1
bout it input d ofits PA
purpose.
self-diagnosis y spiou
d the d devices
y tis not s IEEE_Guide_I
P
normalcy
rk of metadata labels applied to alldata, dat IEEE_Guide_I
groups, data iclds, & or. raw data PA
data fabric to give
ga
data,information, or knowlcdge
Arwhat-if outcomes to okep Raynor mills_study._:
i L atively large resulting changes in model outputs. resulting changes in model outputs. oo
changes in the outcomes, the outcomes are aid to b sensitive (0 that
parameter.
sensitive data g 3 1T_Governane
including] [ e_Bog Luke_
elgious or philosop [0 [dhta Irwin
related (0 a person'ssex e or sexual orientation; and [bliometric data (where
processed to uniquely identify someone),
vision,  IEEE_Guide_1
eraction or machine  PA
processing of
recognition (OCR)).
one put,  IEEE_Guide_I
» N
needs of acustomer [or sharcholder]
s Signal_Detecti
measured. an_Theory
itscll.  Reanik,
) h q SP800-160
of their meaning;, which could include.a projection of the future status of
perceived clements and the uncertainty associated with that status.
snake oi ‘Something proposed as a solution to a problem, but which s of itte real or  OED_snake_oi
p ; s superfic convincing 1
but of no real substance or effectivenss
how NISTSPI2I0  system that 1S0/1EC_TS_
s7232022(n)
" IEEE_Soft_Vo
aab
the system or component.
sparsity y not  Dave_Salvator
significantly impact a caleulation. _sparsity
specification e, precise, the SPB00-37
requirements, design, behavior,or other characteristics of  system or
w
have been satsfied.
stakeholder Individual or n It share, claim, or interest in asystem or  IEEE_Soft_Vo. any individual, group, o organization that can affect, be affected by, or perceive  1SO/1EC_TS_
aab itselr ecision or activity s7232022(n)
individual, group, o organization who may affect, be affected by, o perceive
itself o be affected by a decision, activty,or outcome of a projec
standard deviation oEcp
introduced by K. Pearson (1893). I is equal to the positive square root of the
vari not be confused with the root
square deviation.
start event An activity,task,or input that describes or defines the beginning of a process.  IEEE_Guide_I
P
staistical bias ¥ estimates below their SPIZI0
true v
dice, partial
intent.
the 3
decision rule _philippe
Iy o random Statistics_in_P wo The_SAGE_En
ha for the p lin_Engish pected by chanc eyclopedia_of
of atype I error]also represents a rejection of the null hypothess. _Communicati
on_Research_.
Methods
statisties collecting, OECD
analysing and interpreting such data
stereotype. Defnit idea of the OED_stereaty belefs APA_stercotyp p Augoustinos._
ity a pe tion, e pe tercotypes, he cognitive  Walker_1995
tion. Al y like sche but they are higher
type. than posit properties
when
the stercotype.
stochastic “The adjective “stochastic” implics the presence o a random variabie: .¢ OECD.
in tleast one of variate

d
randomness as opposed to a deterministi system,



Terms Citation1{1]  Definition 2 Citation2  Definition 3 Gitation3  Definition 4
o IEEE_Guide_1
h 1 interfaces (.c. P
applcation programming interfaces [APIS)
strawperson lar o, Hughes_Laver
but i cludes that the  y_Critcal_Thi
opponents real position has thereby been refuted nking
stress test Type of itemis IEEE_Soft_Vo
behavior anticipated or
requirements, or of
strong Al Althat i capable of solving almost all ks that humans can solve Shevlin_et_al Al that rtand human. Some P Hutson,
209 Current Al s weak, or narrow. It can play chess o drive but not both, and lacks _Mattherw
structured data Data that has a model NIST_1500
sub-process A te luded ltcanbe  IEEE_Guide_I
present and /or repeated within other paret processes. N
Hutson, Agorithms, Reznik,_Leon  For a compr Raynor
I dl _Matthew
Iooks for patterns ina setof data. the other. These two groups are sometimes called predictor and targets, predictions, preferably with  high degree of certainy.
respectively.In statstical terminology,they are called independent and
el gl
bythe
investigator or some other outside ageney:
support vector ised a Ranschaert,
machines anlysis. One of the most used classfiers in machine learning It optimizes the _Erik
width of »
surveilance an outcome of establishing information infrastructures as the basis for David_Lyon_2
i dduction, marketin, entertainment and . oo
greater
effciency, fety. I d
ambigious, butat the same time surveillance is never neutral
system morestated  1SO/IEC_TS_
purposes s7252022n)
systemic bias f practices of Chandler
that operate in ways which result in certain social groups being advantaged or_ and &. Munday,
evalued. This need ADictionary of
of & Mediaand
existing rles or norms Communicatio
ord
University
Press, Jan. 2011,
publication
A
Dictionary of
Media and
Communicatio
system of systems  setof syst 0/tEC_TS
that none of be  5232022n)
y ystem of
systems)
talent acquisition.  the process of b e
and to meet any abor requirement.
target thatan Al algori TechTarget_ta
find. Once usedto  rget_function
predict results (predictive analysis). The function can then be used to find output
. outputs are
notincluded.
task “the p top, and outcome  IEEE_Guide_I  Required, ded, or p ded IEEE_Soft_Vo in order e —
that cannot be broken down to iner lvel o detail N achievement of one or more outcomes of a process cab ol ment_2022.
citing 180/1EC
taxonomy OFCD.
among types and ther subtypes.
tech-washing the practice of sapping a trendy, new label on legacy solutions. Forbes._Kayva
n_Alikhani
y feguard NIST_SP_800-
o the hardvare,software, or
the system.
he M. Broussard,
Artificial
Unintelligence:
How
Computers
Nisunderstand
the World MIT
Press, 2018
techno-solutionism  See technochauvinism.
ortoevaluate  UNODC_Gloss pal » orsystem William_Hetze (1) activity in which a system or component is executedunder specificd aime_measure. the process of exccuting a program with the intent of finding errors.
eria, . hysical | ary_Qa_GLP t required results. 1 conditions, the resul ceorded, and ment_2022,
h or t0a specified p the syst citing 180/ 1EC
of one or more test cases and procedures. 24765
Test and Evaluation, NSCAI Report
gy or system
s, and that it
third party an some way TechTarget_th
two other . esp b ird_party
we might incorporate inta this definition.]
threat actor See bad actor.
three lines of defense Mot financial L which ARS_pemn
hich business risks
)
Second Line) and assurance (the Third Line)
traceability lication or location of an UNODC_Gloss anal NscAl
recorded identifcation. [-Chan ofcustody” s  reated term.] Alternatively, ary_QA_GLP pment s d
y he value of a d design
standard whereby it can be related with astated uncertainty. o stated procedures).
references, hrough
chain of comparisons. I this context, The standards refered to here are
measurement standards rather than written standards.
training data Adataset from which a model s learned. Al_Fairness_3 , and Ripley,_Brian  sampl ” aime_measure
60 X b ment_2022,
classes are found. citing 180/ IEC
2989
transaction Enactment of bya IEEE_Guide_1
y N
relationships. This coordination lcads to an intentional, consistent, and verifiable
result across ll participants.
transfer lcarning in which an algorith Huson,
i, such d _Matthew
different but related task, such as recognizing cats
transformer A procedure that modifies adataset. Al_Fairess_3
60
transparency pen, bl clear 1SO/IEC_TS_ Understanding the working logic of the model, NISTIR 8269 <org y s0_22989_20 y bout the system is
: asystem or p ply  5723:20226en) Drat 2 I
openness and accountabilty accessible and understandable manner Note 1 s p include
Note I to eniry: e e limitations, components, procedures,
violae security, rivacy or confidentiality requirements, P
labelling protocols.

trojan horse:

true negative

Acomputer p h function, by
and p et

by exploti

program.

p ” google_dev_cl
assification”
true-false-
positive-

negative

security, privacy or confidentiaity requirements

Citation 4

Saleh_Alkhalifa
_ML in_Biote

The_Art_of_s
oftware_Testi
ng
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Evaluation,
Verification
and Validation
(TEVY)

malware
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Terms Citation 1[1]  Definition 2 Citation2  Definition 3 Citation3  Definition 4 Citation4 Definitions Citation S Related terms
synonyms
true positve an outcome where the model correcty preicts the positive class. ogle_dev_cl
assifcation-
true-fal
positve-
negative
trust cption ofand  DOD_TEVY. auser ductor  aime_measure an agent il 2
experience with the system; concerns the atitude that a person or technology system will behave s intended ment_2022,  characterized by uncertainty and vulnerabilty:
will help citing 1S0/1EC
wlnerabilty:
SPBO0-7 Worthy ofbeing il whatever beneeded  SPROO-160  ability 1S0/1EC_TS
used w fora particular component, subsystem, system, network, application, mission, can be applied toservices,products,technology, data and information as well as 5723:2022(cn)
p enterprise,or other entity. worganizations.
rocessed,stored,or transmitted by the system across the full range of threats
and individualsprivacy
trustworthy Al ude:valid and ecliable,safe. NIST_ALRME Al thatcan be trusted by humans. Conditions fo such trust can efer to (other)  Al_Ethics_Mar
d esilien; terpretabl 1o human d hus,and soon,  k_Coeckelberg hy e lawul, ensuring
privacy-enbanced, and fir with harmful bias managed. and/or o social and peop W p
se the technology. The use of the term “rust with egard be ethical, for,and
controversia. adherence to, ethical principles and
R e robust, both from a technical and socia perspective
since, even with good intentions, Al
s Iy the
trustworthiness of the Al system iself
" part
ofthe system'lf cycle.
type lerror The null hypothesis HO s rejected, even though t s fiuc] berthold_guid false positve rate James._statistc
2020 al_200
type lerror “The null hypothesis HOis aceepted, even though it s [alse] berthold_guid  true positive rate James_statistc
2020 al_201
uncertainty IEEE_Soft_vo
partial of defciency of ofan cab
event, s consequence,or likelihood
underfiting y Ranschaer,
underlying structure of the data. CErik
ca See note) Merriam- when members of discernibi groups are not consistently present in Encyclopedia
Webster_unde bein com_unden
represented _ proportonate to their numbers within the population. resentation
unexplainable for byan Roman_V. black bos;
sboth Vampolskiy_ opacity
Gnexplainabiit
v
n model
predeined way
unsupervised learning  Algorithms, which take a set of data consisting only of inputs and then they P so0_2382_1997
autribute. " e X
them, without any correctness tst being performed on acquired knowledge throvgh
fecdback from external knowledge sources
Note 1o entry: Once a concept is formed, i is iven a name that may be used in
subsequent learning of other concepts.
usabilty roduct or 1S0/1EC_TS_
 effic ST252022(en)
Specified context of use (note T The *specified” users, goals and context o use
» s and of use for which
usabilty i being considred: note 2 used a a qualfier to refer to the design
Knowledge, competencies, activites and d o
ilty, such o
usabilty method, sabilty
924111 Ergonomic of Human-System Interaction — Part 1 U
and Concepts. IS0, Geneva, Switzerland, 2018, hetps; /wiviso,
org/sandard /63500 huml]
" p Usabilitygor
“Typicaly. duringa test,participants will ry o complete typical tasks while
observers watch, st and takes notes
problems, cllct
participant's satisfaction with the product
user individual o y tem during IEEE_Soft_Vo tion, o other entity uesthe  CSRC
its uilization cab fesources of a computer system or network.
the practice of the princples, th users fora clear Vredenburg, aims IEEE_Soft_Vo
d _Karel " Iying h cab
a mult-disciplinary approach factors, ergonomics and usabiliy knowledge and techniques.
validation g i UNODC_Gloss Confirmation, through the . " EEE._Soft_vo pabily p y ofthe process of complation and ofthe resuls of this | OECD.
» a specitic ary_QA_GLP  for a specific ntended use or application have been fulfled. cab per process. Evaluation,
tothe Verifcaton,
problem?” [Clonsists of evaluting the operational effctivencs, operational and Validation
il il th v (rEv)
under operationaly realstc conditions
Fricdman_et_
human al20m
process
variable Avarible oD Quantiy or dataitem whose value can change EEE._Soft_vo
oncofas numerical measure o a categ aab
classifcation can be assgned.
P the data interms of its 120,
affect on the model. ai_glossary
variance OECD departure, or diverg from a known baseline or IEEE._Soft_Vo
I » its mean. expected value cab
verifiable can be checked for correctness by a person or tool 1S0/1EC_TS y DOD_TEVY tems that have st of Seshia_et_al_ an
st232022(en] the syste correctness with respect o mathematically specifed requircments. 2022 Evaluation
Verifcation
question, "Did you buld the system correctly? and Validation
(TEv)
washing designed to imply that andproducts  TechTarget_Iv
tenuous or non-existent. :
word embedding pop hasbeen usedin  Bolukbasi_et_
many machine learning and natura lnguage processing tasks... A word al_Debiasing_
embedding, Word_Embedd

2RI serves s ings
puter prog e

First,
togeth d, the
been shown 1o represent relationships between words.

definition
applicable.
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Actionable Recourse n Linear Classification ‘Ustun, Berk; Spangher, Alexander; L, Yang. Associaion of Computing Machinery
“The EU General Data Protection Regulaton: A Practical Guide: Voight,_Paul: von_dem_Bussche,_Axel Springer
12.CFR Part 1002 - Equal Credit Opportunity Act (Regulation B) Consumer Financial Protection Burcas
i Testing Gill Navdeep: Hal, Kim; Schmide, Nicho p

Information 180/1EC 150
The Future of Analytics Dan Darnell,Rafael Coss, Patrick Hall ORely Media Inc.
‘Guidance on Model Risk Management Patrick M. Parkinson The Federal Reserve:
Causal Inference: Overview Sennifer Hil, Elizabeth A Seuart i 1 Ed

rtificial ntelgence Risk & Governance
Privacy by Design

Data wrangling fo b data; Chalenges and opportunitis.
Towards an Inegrated crowdsourcing definiton.

Nature-inspired techniques n the context of raud detection.

Blometrics A look at facial recogniton.

A survey of recommendation system: Research challenges.

Adversarial machine earning

Principal componen adversarial example

s

Furche, Tim; George, Gotlob; Leonid, Libkin; Giorgi, Orsi Norman,
Paton

“The Warton School, Universityof Pennslyvania
European Union Agency for Cybersecurity

Conference on Extending Database Technology

Estelés-Arok Journal o
e, Ber T, EEE Man,and Cyb Pt
Frenct Reviews)

Wmhdwzm I John b, Christopher Horn, Julius Gatune, and Aryn

Sharma, Lalia; Anju, Gera
Ziobaite, Indre

Vorobeychik. Yevgeniy: Murat, Kantarcioglu

2ang Songgng Xame T Y L i Wang Dacherg Tao

5p800-66 re 1

Seh aa

securty e
Misingness Bias in Model Debugging

A Survey an Bias and Fairness n Machine Learning

A Swedish Grammar for Word Prediction

‘Comptroller’s Handbook: Model Rsk Management,Version 10
A Glossary of Common Cybersecurity Words and Phrsses

Cyber Glossary

5p 800-12.an introduction to computer security: The nist handbook.
Rescarch Methads for Cyber Security

Asurvey of user-centered design practice

Understanding Denial-o-Service Attacks

Glossary of Computer System Sftware Development Terminclogy

‘Causality from a istributionsl robustress point of viwe

ehmson: o ey S Danl i

SV etander bty
Mehrabi,Ninareh

Aram Galstyan

Lipton, Zachary’ Jullan MeAul

RAND CORP SANTA MONICA CA

Internat
corr

Trends, gy WETT)

BEE Transactions on Image Processing 29

National Insttute of Standards & Technology

"ok

ACM Computing Surveys

Gustavi, b Eva Pettersson

Offce of the Comptroller of the Currency
Nationsl Iniitivefor Cybersecurity Careers and Studies.
“The George Washington University

‘Gottman, Barbara; Edward A. Roback

Thomas W, Edgar: David 0. Manz

Vrederiburg, Karel, i-Ye, Ma; Paul W, Smith; Tom, Carey.

Chandrasekaran,_Varun; Kamalika, Chaudhuri Irene, Giacomell
‘Somesh,Jha; Songbai,Yan

Meinshausen, Nicolai

‘Uppsala University - Department of Linguistics
‘Comptrollr’s Handbook: Model Risk Management,Version 10

Natural Security Archive - The Cyber Vault Project

sy
20t USENIX Security Symposium (USENIX Security 20)
oA

2018 IEEE Data Science Workshop (DSW)

Volume Issue
[
W eus
® 7
2(revision2)
W
2
w2
s 7
2
o 2
R
w7
f
B 2
2 s
i s
RS
s 6

235

155198

s

9751
ey

s
189-200

1273290

19891992

A504-4815

sea02
e

12091226

202
2013

202

2021

2008

2021

20

2007

2021

2018

2016
20

202

2003

2018

2018

200

2008

202

02

2018
2003

1995

2018

[y ai/research /1-crteria
httpssfuneiserin forchives /i1 /MDESMZASMIU-.

hour stretches

1

10

58104

httpssfarchive org /detsils/internationaldie0000rzyn

insights /an-executives-guide-to-machine-learning

Definiton 1 for “parametric”
consulted, bt the PDF page number i 1269 o 257.

1011-1-2-0.pdt

Jance pdt
nevascal go/ 2021 final Appendis &
Hles/OFCD glossary stat_termspdf
Adopted on: 21/05/2019
20t
’ ord eclo-sonk )
hitpss e gou/sitesdefau rplanner
hitpssfcsrcnis gou/closeary
I s2-dral ot Bl ve
10-04878-2 pitf
u st com /sol3/papers cfzabstract_ide241s
hitpssfarsivorg /0d1/2003.01665.

bty ficeexplore ece org/abstract docunent /G141

20sui

ttpss/doorg /N0 145 /341764 3445402

SP800-160v1rL o

Resiew of the Role of Marketing in Recrutment and Ta
hitps/books poogle.com/baoks?
blecalgid bADNAAGR 1
alse

941 par
e DIOnp3DID

bitps /apps diic mil /i /citations ADAMS20
httpss/diworasiee] cloudiront net /3856474 /UETT-VAISPIE2_|_-with-cover-page-2.df?

NWZCPUOOpX KIVEYE
BICHPSW XIS OeYpr TTddoWMbGIODUNTSENScptE
HIAORS SFIPOAL TGS PLOIPKYV AR,

rsivore /abs /1511

it arxiv org /abe /2204 05945
‘ i 0703
A Swedish Grammar_lor_Word s
manazement !
h . -clossary-
hitpse/dLacm, 10115 /508 6.5
httpssfunecisn gov uscert/ncas s /ST04-015

cuon
desclopment-terminology-B95# top.

btps /iccexplore jece org /abstract/document /843085 02casa _token-S1gaShesSOAMAN:
Py N GSNXIBdh Gy 6T0MNDIPX e ZRVEXseOcl lkhCexDuWseVorOE GRCFSWR cYLWeUs


https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://incidentdatabase.ai/research/1-criteria
https://www.ijser.in/archives/v1i1/MDExMzA5MTU=.pdf
https://archive.org/details/internationaldic0000rayn
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.375.8194&rep=rep1&type=pdf
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.375.8194&rep=rep1&type=pdf
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.375.8194&rep=rep1&type=pdf
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.375.8194&rep=rep1&type=pdf
https://aif360.mybluemix.net/resources#glossary
http://www.cs.cmu.edu/~tom/mlbook.html
https://www.brookings.edu/blog/techtank/2020/07/13/the-brookings-glossary-of-ai-and-emerging-technologies/
https://machinelearningmastery.com/what-are-generative-adversarial-networks-gans/
https://www.mckinsey.com/industries/technology-media-and-telecommunications/our-insights/an-executives-guide-to-machine-learning
https://www.science.org/doi/10.1126/science.357.6346.19
https://wiki.fbpml.org/wiki/Definitions
https://iapp.org/resources/glossary/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf
https://www.nist.gov/system/files/documents/el/isd/ks/NISTSP_1011-I-2-0.pdf
https://www.gartner.com/en/glossary/all-terms
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9475883
http://book.itep.ru/depository/AI/IntroductionToArtificialIntelligenceForSecurityProfessionals_Cylance.pdf
https://www.nscai.gov/2021-final-report/
https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8269-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=8016712
http://robotics.stanford.edu/~ronnyk/glossary.html
https://www.cin.ufpe.br/~cavmj/Machine%20-%20Learning%20-%20Tom%20Mitchell.pdf
https://www.fcc.gov/sites/default/files/cyberplanner.pdf
https://csrc.nist.gov/glossary
https://zoo.cs.yale.edu/classes/cs470/materials/aima2010.pdf
https://link.springer.com/content/pdf/10.1007/BF00058655.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8312-draft.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8312.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-12r1.pdf
https://proceedings.neurips.cc/paper/2017/file/9d7311ba459f9e45ed746755a32dcd11-Paper.pdf
https://link.springer.com/content/pdf/10.1007/978-3-319-94878-2.pdf
https://digitalcommons.spu.edu/cgi/viewcontent.cgi?article=1100&context=honorsprojects
https://www.youtube.com/watch?v=fMym_BKWQzk
https://www.coe.int/en/web/artificial-intelligence/glossary
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2418812
https://arxiv.org/pdf/2003.01668.pdf
https://www.mathworks.com/help/ident/ug/what-is-residual-analysis.html
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9580110
https://ieeexplore.ieee.org/abstract/document/6114714
https://www.sciencedirect.com/topics/computer-science/domain-expertise#:~:text=2.1%20Domain%20Expertise,need%20to%20know%20your%20stuff.
https://www.sciencedirect.com/topics/computer-science/domain-expertise#:~:text=2.1%20Domain%20Expertise,need%20to%20know%20your%20stuff.
https://www.tandfonline.com/doi/full/10.1080/00031305.2021.1952897
https://doi.org/10.1145/3411764.3445402
https://www.cs.huji.ac.il/w~shais/UnderstandingMachineLearning/understanding-machine-learning-theory-algorithms.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v1r1.fpd.pdf
https://www.sciencedirect.com/science/article/pii/S0004370221001065?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S0004370221001065?via%3Dihub
http://article.nadiapub.com/IJUNESST/vol8_no7/28.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/IR/nbsir82-2582.pdf
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=1297040
https://www.proquest.com/docview/224596559?pq-origsite=gscholar&fromopenview=true
https://crsreports.congress.gov/product/pdf/R/R46795
https://www.academia.edu/41261685/A_Review_of_the_Role_of_Marketing_in_Recruitment_and_Talent_Acquisition?from=cover_page
https://www.researchgate.net/profile/Debashis-Das-17/publication/313787463_A_Survey_on_Recommendation_System/links/5d7de0474585155f1e4de908/A-Survey-on-Recommendation-System.pdf
https://www.researchgate.net/profile/Debashis-Das-17/publication/313787463_A_Survey_on_Recommendation_System/links/5d7de0474585155f1e4de908/A-Survey-on-Recommendation-System.pdf
https://books.google.com/books?hl=en&lr=&id=_bBhDwAAQBAJ&oi=fnd&pg=PA7&dq=Forecasting&ots=Tij_xmXIMJ&sig=c8LjAcmbLDC5QeH_xQno2l_gTr0#v=onepage&q=Forecasting&f=false
https://books.google.com/books?hl=en&lr=&id=_bBhDwAAQBAJ&oi=fnd&pg=PA7&dq=Forecasting&ots=Tij_xmXIMJ&sig=c8LjAcmbLDC5QeH_xQno2l_gTr0#v=onepage&q=Forecasting&f=false
https://books.google.com/books?hl=en&lr=&id=_bBhDwAAQBAJ&oi=fnd&pg=PA7&dq=Forecasting&ots=Tij_xmXIMJ&sig=c8LjAcmbLDC5QeH_xQno2l_gTr0#v=onepage&q=Forecasting&f=false
https://www.iso.org/obp/ui/#iso:std:iso-iec:38507:ed-1:v1:en
https://www.oreilly.com/library/view/the-future-of/9781492091769/ch04.html
https://www.federalreserve.gov/supervisionreg/srletters/sr1107a1.pdf
https://www.sciencedirect.com/science/article/pii/B9780080970868420957
https://ai.wharton.upenn.edu/artificial-intelligence-risk-governance/
https://www.enisa.europa.eu/topics/data-protection/privacy-by-design
https://www.research.manchester.ac.uk/portal/files/50447231/paper_94_1_.pdf
https://journals.sagepub.com/doi/full/10.1177/0165551512437638
https://ieeexplore.ieee.org/abstract/document/6392447?casa_token=-mPJh2Do05MAAAAA:c5Eyg4__i64XlBowloZbwwwKNe0KnqAQvjg5romygO6ymRKDl70np3DiDL0mipMXmdmeboDj1hGwa9I
https://ieeexplore.ieee.org/abstract/document/6392447?casa_token=-mPJh2Do05MAAAAA:c5Eyg4__i64XlBowloZbwwwKNe0KnqAQvjg5romygO6ymRKDl70np3DiDL0mipMXmdmeboDj1hGwa9I
https://apps.dtic.mil/sti/citations/ADA414520
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/38584474/IJETT-V4I5P132_1_-with-cover-page-v2.pdf?Expires=1656295756&Signature=QAnv0QzAEvSK2TSOMFygnk1AGUQrGWtz7PD7~bal6kX9SbiWAwd18feH3nB0kH4EQDA0rEPGrm3V9E38s4eY2C5i52NHA-jY0h2zBYAnLETt5PB1cAMjSZf4qaqNWZCPvQtOpaxTkhV6YB1MLDTmaFCAjKcqQfqm6WPQoax5VLh0hIbF-hlc8p5wXiW7fE9z~OeYpmTJld4doW94bG3OrDUY75EN9cptH-IHlldQRs~jF1POAkJUO5PL91PKVJatYAjeWQn7eNchB2TszrfnDbs6pjCyPXIIvi1WdnQzkKVN0F6N-CA~YtZ6yGKIxTjDuxdcJh0AtfD2cjxLDvNFCA__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://arxiv.org/abs/1511.00148
https://www.morganclaypool.com/doi/abs/10.2200/S00861ED1V01Y201806AIM039?casa_token=bcr3UzYRz6AAAAAA:M-sh4ANwQuRFYcXk18O4x_x6zu7Qq3P5ZC12MrCgTckeNFm9sXOCAkAFvHtMce7t1A3lpUt4MFA
https://www.morganclaypool.com/doi/abs/10.2200/S00861ED1V01Y201806AIM039?casa_token=bcr3UzYRz6AAAAAA:M-sh4ANwQuRFYcXk18O4x_x6zu7Qq3P5ZC12MrCgTckeNFm9sXOCAkAFvHtMce7t1A3lpUt4MFA
https://ieeexplore.ieee.org/abstract/document/9018372?casa_token=MFIULJJsFBEAAAAA:GVCQa1Ccivt9ETPlYlBmLvK74iIDNzODP-6mo2B4o4nkZG69ORI-HliXK0iXb3GG-Q8csl2vxtBorQ
https://ieeexplore.ieee.org/abstract/document/9018372?casa_token=MFIULJJsFBEAAAAA:GVCQa1Ccivt9ETPlYlBmLvK74iIDNzODP-6mo2B4o4nkZG69ORI-HliXK0iXb3GG-Q8csl2vxtBorQ
https://dl.acm.org/doi/pdf/10.5555/2206281
https://arxiv.org/abs/2204.08945
https://dl.acm.org/doi/abs/10.1145/3457607
https://doi.org/10.48550/arXiv.1711.07076
https://doi.org/10.48550/arXiv.1711.07076
https://www.researchgate.net/publication/2838153_A_Swedish_Grammar_for_Word_Prediction/link/00b4951a5f2645ca02000000/download
https://www.occ.gov/publications-and-resources/publications/comptrollers-handbook/files/model-risk-management/index-model-risk-management.html
https://www.occ.gov/publications-and-resources/publications/comptrollers-handbook/files/model-risk-management/index-model-risk-management.html
https://niccs.cisa.gov/cybersecurity-career-resources/glossary#D
https://nsarchive.gwu.edu/cyber-glossary-b
https://dl.acm.org/doi/pdf/10.5555/2206203
https://www.sciencedirect.com/science/article/pii/B9780128053492000157
https://dl.acm.org/doi/abs/10.1145/503376.503460
https://www.cisa.gov/uscert/ncas/tips/ST04-015
https://www.usenix.org/conference/usenixsecurity20/presentation/chandrasekaran
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/inspection-guides/glossary-computer-system-software-development-terminology-895#_top
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/inspection-guides/glossary-computer-system-software-development-terminology-895#_top
https://ieeexplore.ieee.org/abstract/document/8439889?casa_token=8tga5hcskjQAAAAA:PlpvmJtJNGKSNXiBdghGmy670MxN91PXc3ekZRVEXwOcLoJkh0sxDuWseVzr0EowGRCf8WR-eYLWeU4
https://ieeexplore.ieee.org/abstract/document/8439889?casa_token=8tga5hcskjQAAAAA:PlpvmJtJNGKSNXiBdghGmy670MxN91PXc3ekZRVEXwOcLoJkh0sxDuWseVzr0EowGRCf8WR-eYLWeU4

NASA_Soft_Standards
PET._Handbook
NIST_1500
Microsoft_Azure_documen
tation. Detect_data_drift

Egnye
GISOM_AIOps_Decomis
sion_+1.00

Hochreiter,_Sepp

Mitehell,_Eric

TechTarger_y_Wigmore
Roman_V.
—Yampolsdy_Unexplainabil
ity

Forbes_Kayvan_Alichani
Ripley._brian
C3ai_Model_Traning,
pyle,
_Dorian_Data_preparation
Zas_a_Process

Wieringa,_Roel_J
Yorh
_Dan_intemet_Society

Spinternets
Regularization_for_Decp_

Statisics_in_Plin_Englsh
“The_SAGE. Encycloper
of_Communication. Resear
eh_Methods
“The._Science_of _Algorithm
ic_Trading_and_Portfoio_
Management
Introduction_to_informati
on_Systems
OED_snake_oil
Nick_Higham_1
Nick_Higham_2
pe_Model_Risk_Manage
ment_of AL_and_ML_S

Toward_an_understanding
—of_responsible_artfical_
inteligence._practices
Comparing_scores_and_re
ason.codes

Machine._Learning_Interpr
etability with_20_Driver
ess AL
attern_Recognition_and_
Machine._Learning
DoD_TEVY
Fundamentals_of_Informat
fon_Systems_Security

A1_Ethics_Mark_Coecell
ergh

Hands-
On_Smart_Contract_Dev
TechTarger_targer_functio
1G1_Glabal_reference_clas
0_Magazine_Amar_Kan
sgars
DEV_ranking.
productmanagerHQ_losh_
Fechter

Prowy_Discrimination
Forbes_Tracy_Kemp

Merrsm-
Webster_underrepresented
HBR_Andrew_Burt_how_t

Cadient_EEOC

Ben_Green._Yiing_Chen
IT_Governance._tlog,_Luke
_ivin

OED_stercotype
Machine_Learning_Master
y_Jason_Brownlee

c

Banking_on_Your_Dat
ristopher_Gillard
Merram-
Webster_pseudoscience
Cost_Management_chis

Towards_Productiing
The_Art_of_Software_Tes

ting.
Willam_tetzel
On_Hyperparameter_Opti
mization
Security_Analysis_of_Subj
ect_Aceess

IEEE_Caught_in_the_Act
Moradi_Samuald

Mind_on_Statistics
Jenna_

Hughes_Lavery_Critcal_T
hinking a

NIST_SP_800-30_Rev_1
TechTargee_third_party
Lavw_insider_processing.¢

wachter_counterfactual 2
os

it of artcle, chapter,or page

Mesuring domain shift for decp learning in histopathology.
Software Assurance and Software Safety Standard
Handbook of privacy and privacy-enhancing technologies.
NIST Big Data Interoperbiliy Framework

Detect dat drft (preview) on datasets
Egnyte

1GHI0M AIOps Decommission vL0.0
Al decision making: the future of business nteligence
Toward a Broad Al

Memory-Based Model Editing at Scale.
180/1EC T 5723:2022(en) Trustworthiness — Vocabulary

Al Washing

‘Unexplainability and Incomprehensibilty of Articial Intlligence
Remember Cloud Washing? I's Happening In RegTech
Introduction snd Examples

Model Traning

Data reparation as a Process

Conceptual Framevorks

Key Defintions
Regularization for Deep Learning

Statstical Significance and Bffect Size-

Relationships Between Variables

Bvaluation

Artifiial Intelgence

What s Stochastic Rounding?

Model Risk Mansgement of Al and Machine Learning Systems

Machine Learning Iterpretabilty with H20 Driverless Al
Introduction
‘Technology Investment Strategy 2015-2018

it Testng, nd Monitoring

Glossary

Fundametal Concepts of lockchain

target function
Whts Reference Class

Data Res

aton and It Role in Data Sccurity and Privacy
Machine learing (ML) applications: ranking

What Docs sn Al Product Manager Da?

Four Skils Every Successful Al Podiuct Owner Should Possess

underrepresented

How to Ensure Your Al Dacsnt Discriminate

Algorithmein-the-Loop Decision Making
Personal data vs Sensitive Dat: Whts the Difference?
Stercotype
Prepred: Ph. b "
g Task Technology
preudoscience
Lean Accounting and Productivity Measurement
The Psychology and Economics of Program Testing
Anntroduction
R ‘They Request for Their
Threat

Chapter

fossary

NIST Special
third party

Processing Ensironment

Author(s) and/or Editor()

ke, Karn; Gabrie, Elertsens

Unger; O

Van Blarkom, G. W John . Borking; G Eddy Olk
Wo L Chang; Nancy Grady

Microsoft
Egnyte

Al Operations

Pealcl
Hochreier, Sepp
Charles, Lin; Antone, Bosselut; Christopher D, Manning:

vy Wigmore.

Roman v Yampokskiy

Dorian Pyte

Rol 1, Wieringa

Dan York

Services, Perarnaud, C. Rossi J, Musian, . et .
lan Gooellow, Yoshua Benglo, and Aaron Courville

Timothy C. Urdan

Mike Alln, ec.

Robert Kissell

R Kelly Rainer, Reiner R Kell,and Brad Prince.
Oxford English Dictionary.

Nick Higham

Nick Higham

PricewaterhouseCoopers

Yichuan Wang, Mengran Xiong, and Hossein G. T. Oya
Equifax

Patrck Hall, Navdeep Gill,Megan Kurka, and Wen Phas edited by
Angel Bartz

Christopher M. ishop
United States Department o Defensc’ Test and Evaluation,

Verifcation and Valdation (TEVY) Working Group

David Kim and Michael G. Solomen

NASA Standard
Privacy Incorporated Software Agent (PISA) Consortium, The Hague 195

e documentation
Data Control: Definition and Benefits

1GH90M AIOps Decommission 0.0
Al decison making: the future of business inteligence
Communications of the ACM &

International Conference on Machine Learning, PMLR
150/1EC

H20ai

TechTarget

Puttern Recognition and Newral Networks
C3ai Glossary

Data Preparation or Data Mining

Internet Society

E 3 Frag
Deep Learning

Statsics in Plain English

The SAGE Encyelopediaof Communication Research Methods, olure

The Sience of Ngordhmic Trading and Portfolo Management

Introduction o Information Sysems: nternational Adaptation
Oxford English Dictionary.

Nick Higham

Nick Higham

Model Risk Mansgement of Al and Machine Learning Systems
o B,

Sciences (HICSS)

unconstrained neurdl networks

Machine Lesrning Intrpretablity with H20 Driverless Al
Pattern Recognition and Machine Learning
Technology Investment Strategy 2015-2018

Fundametal of information Systems Security

Mark Coeckelbergh AEihics
Matt Zand, xan (o nd

TechTarget TechTarget
161 Global 163 Global
PO Magasine PO Magasine

DEV Community
Product Manager HQ.

Anya E. R.Prince; Daniel Schvwarcz
Tracy Kemp.

Merriam-Webster

Andrew Burt

Michael Baysinger Kristin Worrel

Ben Green Viing Chen

Luke
Oxford Englsh Dictionary.

Jason Brownlee.

Christopher Giliard

Merriam-Webster

DEV Community
Product Manager HQ

lova Law Review 105
Forbes

Merriam-Webster Dictionary

Harvard Business Review

Caient

“The Thirty-Fourth AAAI Conference on Artfcial Inteligence (AA1-20)

T Governance blog.
Oxford Englsh Dictionary.

Machine Learning Mastery
Prepared Testimony and Statement for the Record of Christopher Gillard, PhD.
Hearing on “Banking on Your Data: the Role o Big Data in Financial Services” before
the House Financia Services Comitee Task Force on Financial Technology

Merriam-Webster Dictionary

Flippo Lanubile, Fabio Calefato, Luigi Quaranta, Maddalena Amoruso,
Fabio Fumarols, and Michele Flannino.

Glenford 1. Myers
Willam C. Hetzel

aniv

The ArtofSofare Testng
“The Compiete Guide to Software Teting, 2nd edition

LiYang and Abdallab Shami aniv
Coline Boniface, Imane Fouad, Natali Bick privacy AP 2019, Rome, aly
Cristana Santos 13-14,2019, Proceedings)

Phip . Leg, Oiver Bucki

Milad Moradi;Matthias Samwald ExpertSystems with Applications 155

Jessia M. Utts and Robert . Heckard
Jenna Burrel
William Hughes and Jonsthan Lavery

NisT
TechTarget

Insider Law

Wachter, . B.D. M. Mitelstadt, and C. Russell,

Mind on Statsties (¢h Eiton)
Big Data & Sociey

Critical Thinking - Concise Edition.

NISTSy

TechTarget Glossary

Harvard Journal of Law and Technology El

s6-57

so-1

21266

85

410-150

26250

203206

1999

204

2016

2000

201

202

2020
200

2020

2020

200

2

2006

2015

2006

2020

2008

2

2020
2001

2016

2001

1979

209
2015

2021

2021
2006

2015

204

2008

uRL
ttps:feeexplore ece org /abstract /document /9234592 casa_tokenHIOCYsteBIAAAAN:
TSR AP WASKS GGl DDV T A &

Privacy and PET finalpdt

big-datainteroperabiliy-frameworke-volume-1-defintions?pub_id-018977

Jearing /how-to-menitar.

hitpsswvisaon 1/ #isostdiso-iecsST2Yed-Inten

httpse/docs 20.0i/h20 /latest-stsble /h20-docs /glossarehuml

httpss/philarehive org archive/YAMUAL

u i /elossary/dsta-science /madel-training

Z0techniguepePATIOS prinsec-rontcover

Methodology

ApePATRprintsec-fron

Philarchiveis the website, not the publcation

“Binning” definition on page 110

“Construct valdity” defniton on page §7
March 23,2022

“Splinternet” definition on page 4

sparsity”

SFE

b Y

2

28 g PALGR printsec-Tron

sgbpeisdo

httpss/ohigham, com/2020/01/28 fwhat-s-rounding.

TEv ST

DIST A SIGNEDpI

of_information_Systems Secu/bier
PA2i

n Eehics G

“statistcalsgnificance” definition on page 1413

*Back test” defintion on page 446 as ‘back-testing’)

“Autonomous vehicl” defintion on page 457
June 2022 the ciation date

04/28/2020

01/07/2020

“risk tiering” defniton on page 1

“risk control” definition on page 4967

“reason code” defiition on page 3

“reason code” defiition on page 6

“recognition” definition on page 1
“trust” definiton on pae 15; “automation” and “autonomy” definitions on page 2
verifcaton” defnitons on page 15

sidationt and

“auditlog” defniton on page 233
“trustworthy AT definition on page 206; bias” definition on page 203; data science” defintion
on page 203;decp leaning” definition on page 203 “ethics by design” defintion on page 20%
“exphinabily’ 8 o
Ar)

o funs
e —————

httpss funeigi-slobal com dictionary eeference-class/15564

01021000

hutps Technologies_and

“General ALY “moral agency” definiion on page 204 “moral patiency” defintion on page 204

“application programming interface (AP definition on page 17

“arget
function" s of tis incluson, the page was lst updted June 2018). The author s Just lsted as
ontibutor.

ol nd Editon (8

‘Volumes) as (possibly?) where it i deriving this dfinition.

February 1,2022; the defintion o remediation”
Definiton for “ranking”taken from here;last updated March
Definiton for “product manager” taken from here: st updated on December 22,2021 on date
sccessed.

12022 00 date aceessed.

105 lowa L Rev, 1257 2020)
Definiton for‘product owner’; August 24,2021

“The OD has
2 butno

K present”and " pr
discussion of th term beyond those citations.

August 28,2020

“adh ratio? but tha i,
Tfors

finalcitaion fo this defnition; the orginal EEOC one should.
_Green_Yiling_ Definiton 1 for “agorithm-
in-the-loop” 3 firseelipsis

paragraph 5.

Deiniton 3b.

Mareh . 2016, but updated 8,200

Definiton 1 for “product velociy” appears on page 783 inthe “Big Data* explanation box
Definiton 1 for “productization” ppears in the irst. paragraph ofthe paper as “prodctizing’; |

Definiton 1 for “test on page 5.
Definiton 2 for "est” on page 6

Definiton 1 for “mpersonation’ on page 186
Definiton 1 for insider atack” aken from the abstract of this article.

Definiton 1 for “post-hoc xpl
3

A8 0017 ST CrRRS00APRG]
IoriginCreation-202200 G190335#00035

calSgnill
‘practical significance %228 pg=PAT3S printsec- frontcover

s T

sattacis
6200 E2%s0%0

actually-diffeer
56228y PAZTI

o2zt

leren
Az

full in the note for the ter'sdefintion

Definiton  for “practical ignificance” is on page 135

Definiton 1 on page 271
Definiton 1 for
itsll).

r the PDF


https://ieeexplore.ieee.org/abstract/document/9234592?casa_token=RIQcYxte8lIAAAAA:4t6IwNomEw95f3c1ir73BRReG7OzKecUzpVQS_Bk5zIEWA5R75uG-66g9irlblzDDVwu7ut4jAo2i_8
https://ieeexplore.ieee.org/abstract/document/9234592?casa_token=RIQcYxte8lIAAAAA:4t6IwNomEw95f3c1ir73BRReG7OzKecUzpVQS_Bk5zIEWA5R75uG-66g9irlblzDDVwu7ut4jAo2i_8
https://standards.nasa.gov/standard/nasa/nasa-std-87398
https://andrewpatrick.ca/pisa/handbook/Handbook_Privacy_and_PET_final.pdf
https://www.nist.gov/publications/nist-big-data-interoperability-framework-volume-1-definitions?pub_id=918927
https://docs.microsoft.com/en-us/azure/machine-learning/how-to-monitor-datasets?tabs=python
https://www.egnyte.com/guides/governance/data-control
https://www.tmforum.org/resources/reference/ig1190m-aiops-decommission-v1-0-0/
https://peak.ai/hub/blog/ai-decision-making-the-future-of-business-intelligence/
https://cacm.acm.org/magazines/2022/4/259402-toward-a-broad-ai/fulltext
https://proceedings.mlr.press/v162/mitchell22a.html
https://www.iso.org/obp/ui/#iso:std:iso-iec:ts:5723:ed-1:v1:en
https://docs.h2o.ai/h2o/latest-stable/h2o-docs/glossary.html
https://www.techtarget.com/searchenterpriseai/definition/AI-washing
https://philarchive.org/archive/YAMUAI
https://www.forbes.com/sites/forbestechcouncil/2019/10/14/remember-cloud-washing-its-happening-in-regtech/?sh=2a52bd3a796c
https://archive.org/details/patternrecogniti0000ripl/page/6/mode/2up?q=training&view=theater
https://c3.ai/glossary/data-science/model-training/
https://www.google.com/books/edition/Data_Preparation_for_Data_Mining/hhdVr9F-JfAC?hl=en&gbpv=1&dq=Binning%20is%20a%20technique&pg=PA110&printsec=frontcover
https://www.google.com/books/edition/Data_Preparation_for_Data_Mining/hhdVr9F-JfAC?hl=en&gbpv=1&dq=Binning%20is%20a%20technique&pg=PA110&printsec=frontcover
https://www.google.com/books/edition/Design_Science_Methodology_for_Informati/xLKLBQAAQBAJ?hl=en&gbpv=1&dq=%22Construct+validity+is+defined+by+Shadish+et+al+24+p+506+as+the+degree+to+which+inferences+from+phenomena+to+constructs+are+warranted%22&pg=PA87&printsec=frontcover
https://www.google.com/books/edition/Design_Science_Methodology_for_Informati/xLKLBQAAQBAJ?hl=en&gbpv=1&dq=%22Construct+validity+is+defined+by+Shadish+et+al+24+p+506+as+the+degree+to+which+inferences+from+phenomena+to+constructs+are+warranted%22&pg=PA87&printsec=frontcover
https://www.google.com/books/edition/Design_Science_Methodology_for_Informati/xLKLBQAAQBAJ?hl=en&gbpv=1&dq=%22Construct+validity+is+defined+by+Shadish+et+al+24+p+506+as+the+degree+to+which+inferences+from+phenomena+to+constructs+are+warranted%22&pg=PA87&printsec=frontcover
https://www.internetsociety.org/blog/2022/03/what-is-the-splinternet-and-why-you-should-be-paying-attention/
https://op.europa.eu/en/publication-detail/-/publication/5a5bfaed-0d52-11ed-b11c-01aa75ed71a1/language-en
https://www.google.com/books/edition/Deep_Learning/omivDQAAQBAJ?hl=en&gbpv=1&dq=%22Sparsity+in+this+context+refers+to+the+fact+that+some+parameters+have+an+optimal+value+of+zero%22&pg=PA229&printsec=frontcover
https://www.google.com/books/edition/Deep_Learning/omivDQAAQBAJ?hl=en&gbpv=1&dq=%22Sparsity+in+this+context+refers+to+the+fact+that+some+parameters+have+an+optimal+value+of+zero%22&pg=PA229&printsec=frontcover
https://www.google.com/books/edition/Statistics_in_Plain_English/MwCK52n_wBEC?hl=en&gbpv=1&dq=%22Statistical+significance+When+the+probability+of+obtaining+a+statistic+of+a+given+size+due+strictly+to%22&pg=PA55&printsec=frontcover
https://www.google.com/books/edition/Statistics_in_Plain_English/MwCK52n_wBEC?hl=en&gbpv=1&dq=%22Statistical+significance+When+the+probability+of+obtaining+a+statistic+of+a+given+size+due+strictly+to%22&pg=PA55&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Communication_R/4GFCDgAAQBAJ?hl=en&gbpv=1&dq=%22Statistical+significance+refers+to+whether+a+relationship+between+two+or+more+variables+exists+beyond+a+probability+expected+by+chance%22&pg=PA1413&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Communication_R/4GFCDgAAQBAJ?hl=en&gbpv=1&dq=%22Statistical+significance+refers+to+whether+a+relationship+between+two+or+more+variables+exists+beyond+a+probability+expected+by+chance%22&pg=PA1413&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Communication_R/4GFCDgAAQBAJ?hl=en&gbpv=1&dq=%22Statistical+significance+refers+to+whether+a+relationship+between+two+or+more+variables+exists+beyond+a+probability+expected+by+chance%22&pg=PA1413&printsec=frontcover
https://www.google.com/books/edition/The_Science_of_Algorithmic_Trading_and_P/FKPND2zz9OoC?hl=en&gbpv=1&dq=%22Back+testing+is+the+quantitative+evaluation+of+a+model%E2%80%99s+performance+both+from+a+statistical+and+trading+perspective%22&pg=PA446&printsec=frontcover
https://www.google.com/books/edition/The_Science_of_Algorithmic_Trading_and_P/FKPND2zz9OoC?hl=en&gbpv=1&dq=%22Back+testing+is+the+quantitative+evaluation+of+a+model%E2%80%99s+performance+both+from+a+statistical+and+trading+perspective%22&pg=PA446&printsec=frontcover
https://www.google.com/books/edition/The_Science_of_Algorithmic_Trading_and_P/FKPND2zz9OoC?hl=en&gbpv=1&dq=%22Back+testing+is+the+quantitative+evaluation+of+a+model%E2%80%99s+performance+both+from+a+statistical+and+trading+perspective%22&pg=PA446&printsec=frontcover
https://www.google.com/books/edition/Introduction_to_Information_Systems/Y75VEAAAQBAJ?hl=en&gbpv=1&dq=%22An+autonomous+vehicle+automobile+bus+tractor+combine+boat+forklift+etc+is+a+vehicle+capable+of+sensing+its+environment+and+moving+safely+with+little+or+no+human+input%22&pg=PA437&printsec=frontcover
https://www.google.com/books/edition/Introduction_to_Information_Systems/Y75VEAAAQBAJ?hl=en&gbpv=1&dq=%22An+autonomous+vehicle+automobile+bus+tractor+combine+boat+forklift+etc+is+a+vehicle+capable+of+sensing+its+environment+and+moving+safely+with+little+or+no+human+input%22&pg=PA437&printsec=frontcover
https://www.google.com/books/edition/Introduction_to_Information_Systems/Y75VEAAAQBAJ?hl=en&gbpv=1&dq=%22An+autonomous+vehicle+automobile+bus+tractor+combine+boat+forklift+etc+is+a+vehicle+capable+of+sensing+its+environment+and+moving+safely+with+little+or+no+human+input%22&pg=PA437&printsec=frontcover
https://www-oed-com.proxygw.wrlc.org/view/Entry/95490133?redirectedFrom=%22snake+oil%22
https://nhigham.com/2020/04/28/what-is-rounding/
https://nhigham.com/2020/07/07/what-is-stochastic-rounding/
https://www.pwc.co.uk/data-analytics/documents/model-risk-management-of-ai-machine-learning-systems.pdf
https://eprints.whiterose.ac.uk/162719/8/Toward%20an%20Understanding%20of%20Responsible%20Artificial%20Intelligence%20Practices.pdf
https://assets.equifax.com/marketing/US/assets/comparing_scores_whitepaper.pdf
https://docs.h2o.ai/driverless-ai/latest-stable/docs/booklets/MLIBooklet.pdf
https://defenseinnovationmarketplace.dtic.mil/wp-content/uploads/2018/02/OSD_ATEVV_STRAT_DIST_A_SIGNED.pdf
https://www.google.com/books/edition/Fundamentals_of_Information_Systems_Secu/Yb4eDQAAQBAJ?hl=en&gbpv=1&dq=%22Audit+logs+Defined+events+that+provide+additional+input+to+audit+activities%22&pg=PA233&printsec=frontcover
https://www.google.com/books/edition/Fundamentals_of_Information_Systems_Secu/Yb4eDQAAQBAJ?hl=en&gbpv=1&dq=%22Audit+logs+Defined+events+that+provide+additional+input+to+audit+activities%22&pg=PA233&printsec=frontcover
https://www.google.com/books/edition/AI_Ethics/Gs_XDwAAQBAJ?hl=en&gbpv=1&dq=%22Trustworthy+AI+Al+that+can+be+trusted+by+humans%22&pg=PA206&printsec=frontcover
https://www.google.com/books/edition/AI_Ethics/Gs_XDwAAQBAJ?hl=en&gbpv=1&dq=%22Trustworthy+AI+Al+that+can+be+trusted+by+humans%22&pg=PA206&printsec=frontcover
https://www.techtarget.com/whatis/definition/target-function
https://www.igi-global.com/dictionary/reference-class/35564
https://www.cpomagazine.com/data-protection/data-remediation-and-its-role-in-data-security-and-privacy/
https://dev.to/mage_ai/machine-learning-ml-applications-ranking-238d
https://productmanagerhq.com/ai-product-manager/
https://ilr.law.uiowa.edu/print/volume-105-issue-3/proxy-discrimination-in-the-age-of-artificial-intelligence-and-big-data
https://www.forbes.com/sites/forbestechcouncil/2021/08/24/four-skills-every-successful-ai-product-owner-should-possess/?sh=65dbfe423d3d
https://www.merriam-webster.com/dictionary/underrepresented
https://hbr.org/2020/08/how-to-ensure-your-ai-doesnt-discriminate
https://cadienttalent.com/resources/understanding-and-avoiding-adverse-impact
https://ojs.aaai.org/index.php/AAAI/article/view/7115
https://www.itgovernance.co.uk/blog/the-gdpr-do-you-know-the-difference-between-personal-data-and-sensitive-data
https://www-oed-com.proxygw.wrlc.org/view/Entry/189956?rskey=JmZ8YE&result=1#eid
https://machinelearningmastery.com/data-terminology-in-machine-learning/#:~:text=Row%3A%20A%20row%20describes%20a,problem%20domain%20that%20you%20have.
https://machinelearningmastery.com/data-terminology-in-machine-learning/#:~:text=Row%3A%20A%20row%20describes%20a,problem%20domain%20that%20you%20have.
https://www.congress.gov/116/meeting/house/110251/witnesses/HHRG-116-BA00-Wstate-GillardC-20191121.pdf
https://www.congress.gov/event/116th-congress/house-event/110251
https://www.congress.gov/event/116th-congress/house-event/110251
https://www.merriam-webster.com/dictionary/pseudoscience
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Velocity+has+to+do+with+how+fast+a+product+can+be+delivered+to+the+market+and+quality+is+concerned+with+providing+a+nondefective+product+with+the+desired+features+to+customers%22&pg=PA783&printsec=frontcover
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Velocity+has+to+do+with+how+fast+a+product+can+be+delivered+to+the+market+and+quality+is+concerned+with+providing+a+nondefective+product+with+the+desired+features+to+customers%22&pg=PA783&printsec=frontcover
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Velocity+has+to+do+with+how+fast+a+product+can+be+delivered+to+the+market+and+quality+is+concerned+with+providing+a+nondefective+product+with+the+desired+features+to+customers%22&pg=PA783&printsec=frontcover
https://arxiv.org/abs/2103.10548
https://archive.org/details/artofsoftwaretes0000myer/page/4/mode/2up
https://archive.org/details/completeguidetos0000hetz/page/6/mode/2up?view=theater
https://arxiv.org/pdf/2007.15745.pdf
https://www.google.com/books/edition/Privacy_Technologies_and_Policy/SW2cDwAAQBAJ?hl=en&gbpv=1&dq=%22i+Impersonation+data+breach+A+malicious+individual+is+able+to+impersonate+a+legitimate+data+subject+to+the+data+controller%22&pg=PA186&printsec=frontcover
https://www.google.com/books/edition/Privacy_Technologies_and_Policy/SW2cDwAAQBAJ?hl=en&gbpv=1&dq=%22i+Impersonation+data+breach+A+malicious+individual+is+able+to+impersonate+a+legitimate+data+subject+to+the+data+controller%22&pg=PA186&printsec=frontcover
https://www.google.com/books/edition/Privacy_Technologies_and_Policy/SW2cDwAAQBAJ?hl=en&gbpv=1&dq=%22i+Impersonation+data+breach+A+malicious+individual+is+able+to+impersonate+a+legitimate+data+subject+to+the+data+controller%22&pg=PA186&printsec=frontcover
https://ieeexplore-ieee-org.proxygw.wrlc.org/stamp/stamp.jsp?tp=&arnumber=7446229
https://reader.elsevier.com/reader/sd/pii/S0957417420307302?token=858E09A321B5727ECF889090AFB0B943768A26AFE15FB920B20176BD22F82449CE42841047FD99C51A01659C2ECE9695&originRegion=us-east-1&originCreation=20220918190335#b0035
https://reader.elsevier.com/reader/sd/pii/S0957417420307302?token=858E09A321B5727ECF889090AFB0B943768A26AFE15FB920B20176BD22F82449CE42841047FD99C51A01659C2ECE9695&originRegion=us-east-1&originCreation=20220918190335#b0035
https://reader.elsevier.com/reader/sd/pii/S0957417420307302?token=858E09A321B5727ECF889090AFB0B943768A26AFE15FB920B20176BD22F82449CE42841047FD99C51A01659C2ECE9695&originRegion=us-east-1&originCreation=20220918190335#b0035
https://www.google.com/books/edition/Mind_on_Statistics/npQMEAAAQBAJ?hl=en&gbpv=1&dq=%22Practical+Versus+Statistical+Significance+Statistical+significance+does+not+necessarily+mean+that+the+relationship+between+the+two+variables+has+practical+significance%22&pg=PA138&printsec=frontcover
https://www.google.com/books/edition/Mind_on_Statistics/npQMEAAAQBAJ?hl=en&gbpv=1&dq=%22Practical+Versus+Statistical+Significance+Statistical+significance+does+not+necessarily+mean+that+the+relationship+between+the+two+variables+has+practical+significance%22&pg=PA138&printsec=frontcover
https://www.google.com/books/edition/Mind_on_Statistics/npQMEAAAQBAJ?hl=en&gbpv=1&dq=%22Practical+Versus+Statistical+Significance+Statistical+significance+does+not+necessarily+mean+that+the+relationship+between+the+two+variables+has+practical+significance%22&pg=PA138&printsec=frontcover
https://journals.sagepub.com/doi/pdf/10.1177/2053951715622512
https://www.google.com/books/edition/Critical_Thinking_Concise_Edition/k0idCgAAQBAJ?hl=en&gbpv=1&dq=%222+7+2+straw+man+a+fallacious+argument+which+irrelevantly+attacks+a+position+that+appears+similar+to+but+is+actually+different+from+an+opponent%E2%80%99s+position+and+concludes+that+the+opponent%E2%80%99s+real+position+has+thereby+been+refuted%22&pg=PA271&printsec=frontcover
https://www.google.com/books/edition/Critical_Thinking_Concise_Edition/k0idCgAAQBAJ?hl=en&gbpv=1&dq=%222+7+2+straw+man+a+fallacious+argument+which+irrelevantly+attacks+a+position+that+appears+similar+to+but+is+actually+different+from+an+opponent%E2%80%99s+position+and+concludes+that+the+opponent%E2%80%99s+real+position+has+thereby+been+refuted%22&pg=PA271&printsec=frontcover
https://www.google.com/books/edition/Critical_Thinking_Concise_Edition/k0idCgAAQBAJ?hl=en&gbpv=1&dq=%222+7+2+straw+man+a+fallacious+argument+which+irrelevantly+attacks+a+position+that+appears+similar+to+but+is+actually+different+from+an+opponent%E2%80%99s+position+and+concludes+that+the+opponent%E2%80%99s+real+position+has+thereby+been+refuted%22&pg=PA271&printsec=frontcover
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://www.techtarget.com/whatis/definition/third-party
https://www.lawinsider.com/dictionary/processing-environment
https://ora.ox.ac.uk/objects/uuid:86dfcdac-10b5-4314-bbd1-08e6e78b9094

mills_study
ricdman_udditive_2000
kusner_counterfactual_201

cronbach_construct_1955

symeonidis_MLOps
harde_equality_2016
EEOC_QuA_Employee_Sel

Engincering_safety_in_ma
chine._learming
DOD_Modeling_and_Simul
ston_Glossary

Model_Cards_for_Madel_
Reporting
David_Leslie_Morgan_brig
©

decplesrningbock_intra
privacy-
enhancing_technologies
Joseph_Rocea_Ensemble_
methods

it of artcle, chapter,or page

Proposed Iternet Congestion Control Mechanisms

Counterfactual Fairness

Construet Validityin Psychological Tess.
Survey Research Methods

Research Design and Methods: A Process Approach
NIST/SEMATECH - Handbook of Statistcal Methods

MLOps - Defiitions, Tools and Challenges
Equalityof Opportunity in Supervised Learning

Procedures
Engincering safety in machine esrning.

oD Modeling and Simltion (MAS) Glossary

Model Cards for Model Reporting

A ool
ntroduction

(Chapter 5 Privacy-cnhancing technologics (PETS)

oogle_dev_classification-

Public_Health_and_nform
sics_ MIE_2021

Black's_Law_Dictionary_h

datalka_ML_and_linear_m
odels
ORM_model_inventory
vieldsio_model_validation

misuse_of_pubic_data

MIT_Protected_Attributes
Practical_Law_protected_
class

Dave_Salvator. sparsity
saurabh_label_2020

wolfram_mth_2022

aivodii_farwashing_2019
Khalld_feature_2014

tabassi_adversarial_2019
measurement_iso22089_20
2

aime_measruement_2022
saarcla_feature_2021

poole_mackworth_obsersa
tion

Kathleen_walch_operationa.
Tization

about_ML_packages
TechTarget_data_paint
Morris_John_data_point

Artasanchez_loshi_Al_wit
Python

Techopedia_lemmatzation
Techslang_lemmatization

EDPS_data_minimization
Asjun_Subramonian_bias_
mitigation
Chi,_Gao,_Ma
Techarge_decision_supp
ort_sysiem
Bursein_Holsapple
ibh_Meha_determini
jansen_graphical_1995

rudi

terpretable_2022

NISTIR_83912_Full
arun_opportunities_2020
open_risk_2022
merriam_webster_outcom

sutton_einforcement_201
5

NIST_CSRC_man-in-the-
middie_attack
cambridge_dictionary_202
2

linski_feature_2020

_active_2009
informs_anlyties_2022
guresen_defintion_2011

olson_pmlb_2017
desore_probabilty_2004
sggorual_clustering_2013

techopedtia_column_2022
box_statisics_2005
james_statistical_2014

frieder_cor

sparative_2019

wikipedia_graph_2023

Mark_Ciampa_2021
David_Lyon_2007

Hartley_and_Zisserman_2.
o0

Author(s) and/or Editor(s)
L James ) Fillben, Dong Yeon Cho, Edward Schwartz, and.

Friedman, Jerome, Trevor Hastie,and Robert Tibshirani

Kusner, Matt 1 Joshua Loftus, Chris Russell,

5P500-282
“The Annals of Statstics

Cronbach, Lee 1, and Paul E. Meehi.
Rk
Kenneth s Bordens, Bruce B, Abbort

Psyehological Bllein
International Encyclopediaof Education (Third Editon)
Book (Fighth Edior)

George A. Papakostas.
Hardt, Moriz, Eric rice, and Nt and Srebro

Equal Employment Opportunity Commission
Kush R Varshney

United States Department of Defense
Margaret Mitchell, Simone Wo, Andrew Zaldiar, Parker Barnes, Lucy

Tinnit Gebru
David Leslic; Morgan Briggs
lan Goodellow, Yoshus Bengio; Asron Coursille

UK Information Commissioner's Office

(cewey
dvances in Neural Information Processing Systems (NIPS)
the

Uniform Guidelines on Employee Selection Procedures.
Information Theory and Applicatons Workshop (1), 2016

oD Modeling and Simlation (M&S) Glossary

aniv

ool

Deep Learning
DRAFT

Towards Data Science

‘Google Machine Learning Education Foundationsl Courses

Public Health and Informatics: rocesdings of MIE 2021

Ensemble methods: baging, boosting and stacking. Joseph Rocea
Classificaion: True Negative Google
Things Arshad Farhad; Sandra 1. Waolley: Peter Andras
m %

Machine Lesrning and Linear Models: Hone They Work in lin English) Katie Gross
Model Inventor Open Risk Manual
What Is Model Validtion? Eimee v
Model Valdation Open Risk Manual

Birat Shimron:Jonathan 1 Tanir; Ke Wang; Michael Lustig

wor “Faimess T

Protected Class
How Sparsity Adds Umph to Al Inference
A Unified View of Label Shift Etimtion

Data reparation: A Survey of Commercial Tools
ranking

“Doglooding’
The Web's M

Fairvashing: the risk o rationalzation

ATaxonomy and Terminology of Adversarial Machine Learning

Notes an Measurement.

531 Background Knowledge and Obsersations

Operationalizing Al
About ML Packsges.

data point

Wht . data point in a machine learning model?

Natural Language Processing
Lemmatization

Whats Lemmatization?
Lemmatization

Understanding iss Part |

Data Minimization

An ntroduction ta Fairmess and Bias Mitgation with AllenNLP
Tk Tok Unwrapped

decision support system
‘Spreadsheet-Based Decision Support Systems

Deterministic vs Stochastic Machine Learning.
“The Graphical User Interface.

Four rincipls of Explinable Artifical Inteligence

‘Open Risk Manual: Midel Governancde
outcome
Relnforcement Learning An Introduction

Towards  Trad for Data Privacy

manin-the-middie attack (Mith)

Cambridge Dictionary

Tests

Actve Learning Literature Survey
Operations Research & Analytis

Networks

Probabiiy and Statisticsfor Engineering and the Sciences
Data Clusteing Algorithms and Applications

Database Column

Statsticsfor Experimenters: Design, Innovation, and Discovery.
An ntroduction to Statsical Learning: With Applications in &

ASurvey on Differentially Private Machine Learning [Review Article}

Machine Learning Glossary.

(Graph discrete mathematcs)

Udlzing Threat Data and Inteligence.
Securiy,Suspicion, Socal Sorting

Projective Geometry and Transformations of 2D

Participation i not a Design Fix for Machine Learning

Thomson Reuters Practical Law.
Dave Saator

/
Dtk
ieldsio

Open Risk Manual
Nas

Thomson Reuters Practical Law.
NVIDIA Biogs

Garg, Saurabh, Yifan Wo

Provost, Foster and Tom Fawcett
Hameed, Mazhar and Felix Naumann

Merriam-Webster

Hunter,John E.and Frank L Schmidt and Ronda Hunter
Kelley,Lora

Aivodyi Uirich, Hiromi Avai Olver Fortneau, Sébastien Gambs, Satoshi
Hars, and Alin Tapp
Khalid,Samina, Tehmina Kbal.

big Data
ACM SIGMOD Record
Merriam-Webster Dictionary
Paychological Bullein

“The New York Times

Procecdingsof the 36th i

ernations] Conference on Machine Learning

nae Hacjimichacl, Andres Molina-

“Tabassi, Elham, Kevin Burns, Mi
Markbam, and Juan Sexton

NIST AIME Team
Mirka Saarel and Susanne Jaubiainen

David Poole and Alan Mackworth

Kathleen Walch
uiPath

Katie Terrll Hanna and Iy Wigmore.
Jobn Morris

Alberto Artasanchez and Prateek Joshi
Techopedia

Techslang

TechTarget contributor

Lim Sweet Kiat

Information Commissioner's Offce:
European Data Protection Supersisor

Aun Subramonian
Nicole Chi,Keming Gao, Joanne Ma

TechTarget
Frada Bursein and Clyde W. Holsapple:

Soursbh Mehta
Jansen, Bernard ).

Rudin, Cynthia, Chaofan Chen, Zhi Chen, Haiyang Hoang, Lesia
Semenova,and Chudi Zhon,

Phillps, . Jonathon; Carina A Hahn; Peter C. Fontana; David A
Broniatawski Mark A, Praybocki

Das, Arun, and Paul Rad.

Merriam-Webster

Sutton,Richard, and Andrew Barto.
‘Quentin Covert, Mary Francis, e it

NIST iternal o Interagency Report (NISTIR) 8269 (Draf)

1S0/1EC 220892022
‘Unpublished Manuscript
SN Appled Sciences

Artificial Intelgence: Foundations of Computational Agents
Forbes
UiPath Al Center Guide

TechTarget
Veroexpert

"
Using Python 3.x, 20d Edition
Techopedia

Machines Gone Wrong
100 Al Blog
Data Protection Glossary

A2Biog
Tk Tok Unwrapped

TechTarget

Handbook on Decision Support Systems - Basi Themes

Anslytics India Magazine
ACM SIGCHI Bulletin

Statstcs Surveys

N

R &3

Ans
Open Risk Manal
Merriam-Webster Dictionary

Book, Published by MIT Press

CamiRosso,

NIST Computer Security Resource Center

Kulinski, Sean M, Saurabh Bagehi, and David 1 Inouye:

Guresen, Erkam, and Gulgun Kayakutlu
S, Willam La Cava, Patryk Orzechowski Ryan .

Urbanowicz, and Jason H. Moore.

JayL D

Aggarwal, Charu C. and Chandan K. Reddy

Techopedia
George E. P Box, . Start Hunter, Willam G, Hunter

James, Gareth, Daniela Witten, Trevor Hastie, and Robert Tbshirani
Frcdier, Sorcl

Procecdings of the
Paychology Today

NIST Computer Security Resource Center

Nirs

Universty of .
Sciences

Procedia Computer Science, World Conference on Information Technology

BioData Mining
Book, Published b Thompson, Brooks, Cale, Sixh Edition
Book, Published by Chapman & Hall/CRC, First Edition

Book, Published by Wiley: Second Edition
Book, Published by Springer

Evan . Hamilton, and Derek Roth bility, and Transparency
‘Gong, Maoguo, Yu Xi, Ke Pan, Kalyuan Feng, and AK. Qi

“Tolga Bolukbasi, Kai-Wei Chang, James 2 Barcelo
Adam Kalah Spain

Google

Wikipedia Wikipedia

Mark Clampa. CompTIA CySA+ Guide to Cybersecurity Analyst (CS0-002)

David Lyon Surveillance Stuies: An Overviews

Richard Hartley; Andrew Ziserman

Muliple View Geometryin Computer Vision

Volume Issue
x 2
B
W
[
a3
5

3

o 2
.

3
0o
52

Pagets)

w407

281302
152-160

53460
w3

504-505

=
829

Year

200
2000
201
1955

2010
2o

202
206

2021
206
2

200

2001

200

200

200

20
2

209
204

209

200

2001

2021
2008

20
1095

2021
2007

200

Lore /101016 /03

a6
Design-Methods-Process.

httpss/doiorg /N0 18434 /A2180

httpssfccesplore ece.org fdocument /9720002

icalth

d
headdresses i

httpssZunesepnas org /doi /0l /10,1073 /pnas 2172031

frametork/protected-attihies

httpss e merriam-webster com tictionary /ranking
httpse/psyenet aps org/cecord 070-30107-001

<None>
httpse /i springer com faricle /101007542

Q0480

httpssarintnfo /bl /Areint_12 el

Intlligence with

Lttps:Zswrwtechopedia com /dcfinition femmatization

unwrapped_zine finalpdt

rt_Sustems L

b i the middie_attack

httpss/ditionsry combridge.

20cips
bitps o arg/10.1109/MCL 2020 2076185
httpse/developers google com /machine-leaming felossa
iscre
I st Guide w i
overnments-and+users322Ag-PAZ0R printsecerons

Studies/_dTHighi-

2rojection:
28psPAMRprintsecrontcover

httpssfarsivorg /i /arsie/papers /2001200102423

Notes

 Kelton, W. D. (2000)
Simulation Modeling and Analyss, 3rd edition,McGrav Hil,

bach Lec L_and Poul £ Mechi ests” piyelologs

Glossary has definitions that are used
“This s book and may not be an ideal source

ool
42-6540-0

Ihis ctes the b £ MLODS with ML Fiow
1001/

Definiton for “Tour-fifths ule” appearsinsection 1 for the answer o Q. 11 "What s
substantially diflerent rate of selection?”

Definiton for “human-in-the-loop” sppears on page 124 (P28.15)

18 4, )

Definiton for “automation bias is on page 18

“decp learning page pofpage 2.
slighty restructurd o it the conventions of  defnition,

October 27,2022, was last updated on September 7, 202.

Date of publication: April 22,2019

Definiton for“federated esrning” appesrs on page 504

Published February 20, 2020

Date of publication is February 3, 2020

Published March 21,2022

Published May 14,2020

Definiton for‘ranking” taken from definiion 2

Reference taken from AIME “Notes on Measurement” Document
NIST Rs;

Orginally published on January 26, 2020
i “Updated 12 months ag”

See note for“point” regarding the full definition here. Last updated July 2022

See note for“point” regarding the ful defintion here. Originaly pobished July 50, 2022,

Definiton for “lemmatization” appears on page 356.

Page was lst updated February 2015,

Published on August 21,202,
Published on January 28, 2021

Published May 2021
Definiton for“decision support system” sppears on pp. 278-270

Published May 10, 2022

Second Edition
Definiton forntervenabilty”appears on page 4351
Published February 6, 2015

later on page 1 the second paragraph ofthe introduction.

realize graphthinkisa
foundational definition

Defniton for “bad actor* s taken from page 29 of this book; Carpa uses the term ‘threat actor”
and offers ‘attacker” and "malcious actor” s synonyms

Definiton 1 for “surveilance” i tsken from page 96 o this book.

Definiton 1 for “projection” appears on page 4 of this book.
Lol participation’

g Fand ey


https://doi.org/10.6028/NIST.SP.500-282
https://doi.org/10.1214/aos/1016218223
https://proceedings.neurips.cc/paper/2017/hash/a486cd07e4ac3d270571622f4f316ec5-Abstract.html
https://doi.org/10.1037/h0040957
https://doi.org/10.1037/h0040957.
https://doi.org/10.1037/h0040957.
https://doi.org/10.1016/B978-0-08-044894-7.00296-7
https://www.amazon.com/Research-Design-Methods-Process-Approach/dp/B008BLHYQ8
https://doi.org/10.18434/M32189
https://ieeexplore.ieee.org/document/9720902
https://link.springer.com/book/10.1007/978-1-4842-6549-9
https://link.springer.com/book/10.1007/978-1-4842-6549-9
http://papers.nips.cc/paper/6374-equality-of-opportunity-in-supervised-learning.pdf
https://www.eeoc.gov/laws/guidance/questions-and-answers-clarify-and-provide-common-interpretation-uniform-guidelines
https://ieeexplore-ieee-org.proxygw.wrlc.org/document/7888195
https://web.archive.org/web/20070710104756/http://www.dtic.mil/whs/directives/corres/pdf/500059m.pdf
https://arxiv.org/abs/1810.03993
https://arxiv.org/ftp/arxiv/papers/2104/2104.03906.pdf
https://www.deeplearningbook.org/contents/intro.html
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
https://ico.org.uk/media/about-the-ico/consultations/4021464/chapter-5-anonymisation-pets.pdf
https://towardsdatascience.com/ensemble-methods-bagging-boosting-and-stacking-c9214a10a205
https://developers.google.com/machine-learning/crash-course/classification/true-false-positive-negative
https://www.google.com/books/edition/Public_Health_and_Informatics/81A2EAAAQBAJ?hl=en&gbpv=1&dq=%22Federated+learning+1+2+is+a+learning+model+which+addresses+the+problem+of+data+governance+and+privacy+by+training+algorithms+collaboratively+without+transferring+the+data+to+another+location%22&pg=PA504&printsec=frontcover
https://www.google.com/books/edition/Public_Health_and_Informatics/81A2EAAAQBAJ?hl=en&gbpv=1&dq=%22Federated+learning+1+2+is+a+learning+model+which+addresses+the+problem+of+data+governance+and+privacy+by+training+algorithms+collaboratively+without+transferring+the+data+to+another+location%22&pg=PA504&printsec=frontcover
https://www.google.com/books/edition/Public_Health_and_Informatics/81A2EAAAQBAJ?hl=en&gbpv=1&dq=%22Federated+learning+1+2+is+a+learning+model+which+addresses+the+problem+of+data+governance+and+privacy+by+training+algorithms+collaboratively+without+transferring+the+data+to+another+location%22&pg=PA504&printsec=frontcover
https://thelawdictionary.org/harm/
https://blog.dataiku.com/top-machine-learning-algorithms-how-they-work-in-plain-english-1
https://www.openriskmanual.org/wiki/Model_Inventory
http://yields.io/
https://www.yields.io/blog/what-is-model-validation/
https://www.openriskmanual.org/wiki/Model_Validation
https://www.pnas.org/doi/full/10.1073/pnas.2117203119
https://ocw.mit.edu/courses/res-ec-001-exploring-fairness-in-machine-learning-for-international-development-spring-2020/pages/module-three-framework/protected-attributes/
https://ocw.mit.edu/courses/res-ec-001-exploring-fairness-in-machine-learning-for-international-development-spring-2020/pages/module-three-framework/protected-attributes/
https://content.next.westlaw.com/practical-law/document/Ibb0a38daef0511e28578f7ccc38dcbee/Protected-Class?viewType=FullText&transitionType=Default&contextData=(sc.Default)&firstPage=true0law.
https://content.next.westlaw.com/practical-law/document/Ibb0a38daef0511e28578f7ccc38dcbee/Protected-Class?viewType=FullText&transitionType=Default&contextData=(sc.Default)&firstPage=true0law.
https://blogs.nvidia.com/blog/2020/05/14/sparsity-ai-inference/
https://proceedings.neurips.cc/paper/2020/hash/219e052492f4008818b8adb6366c7ed6-Abstract.html
https://www.liebertpub.com/doi/full/10.1089/big.2013.1508
https://doi.org/10.1145/3444831.3444835
https://www.merriam-webster.com/dictionary/ranking
https://psycnet.apa.org/record/1979-30107-001
https://www.nytimes.com/2022/11/14/business/dogfooding.html
https://mathworld.wolfram.com/
https://proceedings.mlr.press/v97/aivodji19a.html
https://ieeexplore.ieee.org/abstract/document/6918213
https://doi.org/10.6028/NIST.IR.8269-draft
https://www.iso.org/standard/74296.html
https://link.springer.com/article/10.1007/s42452-021-04148-9
https://artint.info/html/ArtInt_112.html
https://www.forbes.com/sites/cognitiveworld/2020/01/26/operationalizing-ai/?sh=42ea4b2733df
https://docs.uipath.com/ai-fabric/v0/docs/about-ml-packages
https://www.techtarget.com/whatis/definition/data-point
https://www.vproexpert.com/what-is-a-data-point-in-a-machine-learning-model/
https://www.google.com/books/edition/Artificial_Intelligence_with_Python/P0fODwAAQBAJ?hl=en&gbpv=1&dq=%22Lemmatization+is+the+process+of+grouping+together+the+different+inflected+forms+of+a+word+so+they+can+be+analyzed+as+a+single+item%22&pg=PA356&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_with_Python/P0fODwAAQBAJ?hl=en&gbpv=1&dq=%22Lemmatization+is+the+process+of+grouping+together+the+different+inflected+forms+of+a+word+so+they+can+be+analyzed+as+a+single+item%22&pg=PA356&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_with_Python/P0fODwAAQBAJ?hl=en&gbpv=1&dq=%22Lemmatization+is+the+process+of+grouping+together+the+different+inflected+forms+of+a+word+so+they+can+be+analyzed+as+a+single+item%22&pg=PA356&printsec=frontcover
https://www.techopedia.com/definition/33256/lemmatization
https://www.techslang.com/definition/what-is-lemmatization/
https://www.techtarget.com/searchenterpriseai/definition/lemmatization
https://machinesgonewrong.com/bias_i/#two-types-of-harms
https://ico.org.uk/about-the-ico/media-centre/ai-blog-data-minimisation-and-privacy-preserving-techniques-in-ai-systems/
https://edps.europa.eu/data-protection/data-protection/glossary/d_en
https://blog.allenai.org/an-introduction-to-fairness-and-bias-mitigation-with-allennlp-d1b478d44d4c
https://www.ischool.berkeley.edu/sites/default/files/sproject_attachments/tiktok_unwrapped_zine_final.pdf
https://www.techtarget.com/searchcio/definition/decision-support-system
https://www.google.com/books/edition/Handbook_on_Decision_Support_Systems_1/q_3sRkRKZQwC?hl=en&gbpv=0
https://analyticsindiamag.com/deterministic-vs-stochastic-machine-learning/
https://doi.org/10.1145/279044.279051
https://doi.org/10.1214/21-SS133
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8312.pdf
https://doi.org/10.48550/arXiv.2006.11371
https://www.openriskmanual.org/wiki/Model_Governance
https://www.merriam-webster.com/dictionary/outcome
https://scholarspace.manoa.hawaii.edu/server/api/core/bitstreams/5486a250-cc3c-4227-a752-7d08378afbdf/content
https://www.psychologytoday.com/us/blog/the-future-brain/201802/the-human-bias-in-the-ai-machine
https://csrc.nist.gov/glossary/term/man_in_the_middle_attack
https://dictionary.cambridge.org/us/
https://proceedings.neurips.cc/paper/2020/file/e2d52448d36918c575fa79d88647ba66-Paper.pdf
https://minds.wisconsin.edu/handle/1793/60660
https://www.informs.org/Explore/Operations-Research-Analytics
https://doi.org/10.1016/j.procs.2010.12.071
https://doi.org/10.1186/s13040-017-0154-4
https://www.techopedia.com/definition/8/database-column#:~:text=In%20the%20context%20of%20relational,documents%20or%20even%20video%20clips.
https://www.techopedia.com/definition/8/database-column#:~:text=In%20the%20context%20of%20relational,documents%20or%20even%20video%20clips.
http://www-bcf.usc.edu/~gareth/ISL/
https://doi.org/10.1145/3287560.3287589
https://doi.org/10.1109/MCI.2020.2976185
https://papers.nips.cc/paper/2016/file/a486cd07e4ac3d270571622f4f316ec5-Paper.pdf
https://developers.google.com/machine-learning/glossary
https://en.wikipedia.org/wiki/Graph_(discrete_mathematics)#Definitions
https://www.google.com/books/edition/CompTIA_CySA+_Guide_to_Cybersecurity_Ana/NwpIEAAAQBAJ?hl=en&gbpv=1&dq=%22In+cybersecurity+a+threat+actor+is+a+term+used+to+describe+individuals+or+entities+who+are+responsible+for+cyber+incidents+against+enterprises+governments+and+users%22&pg=PA29&printsec=frontcover
https://www.google.com/books/edition/CompTIA_CySA+_Guide_to_Cybersecurity_Ana/NwpIEAAAQBAJ?hl=en&gbpv=1&dq=%22In+cybersecurity+a+threat+actor+is+a+term+used+to+describe+individuals+or+entities+who+are+responsible+for+cyber+incidents+against+enterprises+governments+and+users%22&pg=PA29&printsec=frontcover
https://www.google.com/books/edition/CompTIA_CySA+_Guide_to_Cybersecurity_Ana/NwpIEAAAQBAJ?hl=en&gbpv=1&dq=%22In+cybersecurity+a+threat+actor+is+a+term+used+to+describe+individuals+or+entities+who+are+responsible+for+cyber+incidents+against+enterprises+governments+and+users%22&pg=PA29&printsec=frontcover
https://www.google.com/books/edition/Surveillance_Studies/_dTHJgh3-f0C?hl=en&gbpv=1&bsq=surveillance%20is
https://www.google.com/books/edition/Multiple_View_Geometry_in_Computer_Visio/si3R3Pfa98QC?hl=en&gbpv=1&dq=%22Projection+along+rays+through+a+common+point+the+centre+of+pro+jection+defines+a+mapping+from+one+plane+to+another%22&pg=PA34&printsec=frontcover
https://www.google.com/books/edition/Multiple_View_Geometry_in_Computer_Visio/si3R3Pfa98QC?hl=en&gbpv=1&dq=%22Projection+along+rays+through+a+common+point+the+centre+of+pro+jection+defines+a+mapping+from+one+plane+to+another%22&pg=PA34&printsec=frontcover
https://www.google.com/books/edition/Multiple_View_Geometry_in_Computer_Visio/si3R3Pfa98QC?hl=en&gbpv=1&dq=%22Projection+along+rays+through+a+common+point+the+centre+of+pro+jection+defines+a+mapping+from+one+plane+to+another%22&pg=PA34&printsec=frontcover
https://arxiv.org/ftp/arxiv/papers/2007/2007.02423.pdf

NIST_CSRC_ parity
Dennis_Mercadal

Blaterina_et_al_2020
Gabriel_2020

nist_800_2010
so_2382_1997
isa_22089_2022
curopean_thies 2019
Fricdman_ct_al_2017
Bipartsan_Policy_Center_i
mpact_assessments

Kimiz_Dalkir_2011

Cost_Management_ch2
Virginia_Dignum_Responsi
and_astficil_intell

bl
gence
yeom_avoiding_2021

Merriam-Webster_context

Jacobs_measurement_2023
Merriam-Webster_impact

Lisa_M._Given_SAGE
NIST_ALLRMF_10
45_CFR_46_2018_Require
mens.

(2018_Common_Rule)
cambridge_causative_2023
Iyons_contestabilty_2021
cambridge_contestable_20
2

Saleh_Alkhalfa_ML_in_Bi
otech

Schncider_McGres_in_Ha
nagan_McDonaugh 2018

Lie_2013
Merram-
Webster_executive

Dort_
Merriam-Webster_example
Merriam-Webster_ethic

Merram-
Webster_anthropomorphis

berthold_guide_2020
slon-barkat_human_2023
humphrey_addressing 202
o

Knuth_art_1981
garey_computers_1s79
cambridge._impact_2023
law_policy_2023
fernander._residual_1992
Leavy_OHQR_intro

Barbour_2014
Merram-
Webster_engineer
AlLincident_Ediors
interaction_context_2023
AAAS_AL_and_bias_2022-

Seth_Boden_2020
GWU_diversity_and_inclus

HUD_diversity_and_inclus

Jamieson_Govaart_povnal

Industial_Network_Securi
201

Chacrt

Merriam-Webster_pariy

barredo_explainable_2020
jackman_ovford_2008

Hammarberg_2016_fusctt
o_2020

2003_Brannen_20

Goh_20:

_sacobsen_2015

Ben_Auffarth_2021
FWS_062_FW_1

Merram-
Webster_assessment
Anthropomorphism_in_AI_
2020
OECD_artificial_inteligenc
e_in_Society
AlLin_Medical_imaging g1
DOL_practical_Significanc

Cambridge_Dictionary_no.
n-discrimination

Techopedia_kil_switch

Batya_Friedman_VSD_lntr
oduction
Cai_fecdback_loop
Colins_Dictonary_ground
Ztruth

Tt of artcle chapter,or page
parity

Author(s) and/or Editor(s)
NIST Computer Securty Resource Center

NIST Computer Securty Resource Center

L Dennis Mercadal Dictionary of Artficiat ntlligence
s
Ekaterina Iak Benbasat, and Armin Heinal
Artifiia Intelligence, Values,and Alignment lason Gabriel Minds and Machines
Khin, Andrew, Nechvatal, Miles Smid, Elaine Barks
A Statisical Test Sulte for a Generators fan Leigh, Mark | i NIST SP-500-22r2
~ocabulary — 150 150/1EC 2382-31
150 150/1EC 22089
Ethics Guidelinesfor Trustworthy AL High-Level Expert Group on Artificial Intcligence. Draft ey
A Survey of Value Sensitve Design Methads Batya Friedman, David G Hendry, and Alan Borning Foundations and Trends® in Buman-Computer nternction
Explainer: Impact Assessments for Artifical Intelligence. Sean Long,Jeremy Pesner,and Tom Romanoft Bipartsan Poliy Center
“The Value of Knowledge Management Kiniz Dalkir Knowledge Management in Theory and Practice
Basic Cost Management Concepts Donk Mowen; Dan L Hei
Responsibily and Arcificial Intllgence Virginia Dignum “The Oxford Handbook of Ehics of A
B il
Avoiding Disparicy Amplification under Different Worldviews Yeom, Samuel and Michael Carl Tschantz and Transparency
context Merriam-Webster Merriam-Webster Dictionary
Eaeer bl
Measurement and Fairness. Jacobs, Abigal 2, and Hanna Wallach and Transparency.
impact Meriam-Webster Merriam-Webster
M: Mised Methods Research Lisa M.Given The SAGE Encyelopedia of Qualitative Research Methods
NIST Al RMF 10 N NIST A1 RMF 10
2018 Requirements (2018 Common Rule) United States Department of Health and Human Services (HHS) ascmas
Cambridge Dictionary: causative Cambridge Cambridge Dictionary.
Lyons, Henrieta, Eduardo Velloso, and T Miller Proceedings of the ACM on Human-Computer Interaction
Contestable Cambridge Dictionary
Supervised Machine Learning Saleh Albalfa Using Python and Deplay Them on the Cloud
n
‘The Cattell-Horn-Carrol Theory of Cogtive Abiltes and Erin M. Mcbonough Contemporary ntllectual Asessent: Theories, Test, and Isues
‘The Measurement Model Todd D, Little Longitudinal Structural Equation Modeling
excautive Merriam-Webster Merriam-Webster Dictionary
Measurement and Instrumentation Richard C. Dorf. “The Engineering Handbook
example Merriam-Webster Merriam-Webster Dictionary
atic Merriam-Webster Merriam-Webster Dictionary
anthropomorphism Merriam-Webster Merriam-Webster Dictionary
Berthold, Michael R, Chrstan Borgel, Frank Hoppner, Frank Kiawon,
and Rosria Siipo Springer nternational Publshing
Alon-Bark: Journal of Pubic Administrstion Research and Theory
Humphrey, Holly 1, Dana Lesinson, Mare A Nivet, and Stephen .
Schoenbaum Academic Medicine
“The Art of Computer Programming, Volume 2 Seminumerical Algorithms. Donakd Knuth Addison-Wesley
a Michael Garey and David Johnson W.H. Freeman
Impact ‘Cambridge Dictionary.
Poliey “The Lav Ditionary
Da Femandes, George C.0 HortScience
ntroduction Patricia Leavy “The Oxford Handbook o Qulitative Rescarch
“The scope and contrbution of qualitative research Rosaline . Barbour a
engincer Merriam-Webster Merriam-Webste Dictionary
Editor's Guide Alincident Database. Alincident Database.
Context of Use
Avtifiia nteligence and Bias - An Bvaluation M. Karanicolas and M. Knodel Avtificial Intelligence and the Courts: Materilsfo Jutges
rt Here: A Primer on Diversity and Inclusion (Part 1 0f2) Harvard Business Publishing
Diversiy,
Diversity and Inclusion Defined George Washington University Engagement
Diversicy and Inclusion Definitions v v
" Nichelle K. Jamieson, Gisela 1.

Monitoring Enclaves

Eric . Knapp and Joel Langil

Barredo Arreta, Aleandro, Natalia Dias-Rods e Del er,

chacer Opentt
Parity
Measurement Simon Jackman

Research Process

“Total Information Awareness

Online Learning for Time-Series
062 FW 1, Afirmative Employment Program and Plans

assessment

anthropomorphism

The technical landscape.

Glossary

Signal Detection Theory
il Switch

serimination

Introduction
Wht I a Fecdback Loop?

ground truth

Wolgang Wick, nd Ch

bk, Albrto Barbad, Salador Garci, et al.

SCADA, and Other Industrial ControlSystems

Merriam-Webster Dictionary

Information Fusion
“The Oxtord Handbook of Palitcal Methodology

1 Human Reproduction; 2. Neurological Research and Practice

P Neo, and Whistine

Xiau Ting Chai

Annic Jacobsen

Ben Auffarth
Offce for Human Resources of the U, Fish & Wikdfe Service

Merriam-Webster

teen Slles, Kathinka &

Deviant Perpetrators

Research Ageney

Time- h Pythons
with State-of-the-art Machine Learning Methods
US. Fish & Wildlfe Service

Merriam-Webster Dictionary

Erik R Ranschaert, Sergey Morozov, and Paul R Algea, eds
Department of Labor Office of Feceral Contrsct Complisnce.

Progra

Cambridge Dictionary

NA Macmilln

Techopedia

Batya Fricdman and David G, Hendry.
i

Colins Dictionary

Artificial intelgence in Society

) FLabor Offce o

Cambridge Dictonary
Intermational Encyclopedia of the Socal & Behavioral Sciences
Techopedia

Colins Dictionary

Volume Issue
£
R
5 s
2
R
etzrs
5
e
L6z 28
2

2523

3283

0153

168233

151160

153169

s

L3214

1364052
ety

27305

w52

200250

1954

349-364

107514078

20
2001

200

2001
2001
2008
20
20
2001

s
02

2018

2018

s

20

200
2008

L2016;
2200
12008

007

201

2015

201
1996

2020
209

209

2001
2000
200

200

uRL Notes
page lesrning'; peci learning
aswell
httpse ik springer com fartick 1021-020-00520-2
u L ore /106028 /NISTSP800-2201a
httpss o org /standard /14296 el
Lhiml
vorg/blog mpact- for- Published November 9,2022
b Management_in_Theory and_Pract
2 » Definiton 1 for ¢ is on page 343 ( 5
b
2An = Definiton 2 for " is o page 343 ( )
b [The_Oxford _liandhook of Ehics of
2u Definiton 1 for values”
hitpse e merram-webster com /dictionary/contest Taken from defintion 2
u Lore /10145 /2442168 445001
httpsefunesemerriam webster com /dictionary/impact Taken from def

[The_SAGE_Encyclopedia_of

ualtative

and+da
pp=PTS8prinsecfrontcover

Definiton for “mixed methods” appears on page 526.
Definition 5 for “isk”comes from p. 3 of NIST AL RMF 10,

dolorg /0 1145/ 344918
[ Learning in_piotechnology and L
c Definiton 4 for “regression”slso
b otellecrual
25
Definiton | for “expertse” appears on page 11
tructural ©
20 - Definiton | for “measurement model appears on page 103
Definiton | for “exccutive” is taken from Merriam-Webster's defintion of ‘exccutive”2of 2 noun
o o 8 e 3
b /The_Engincering Handboo/1 TL
221 Definiton 1 for “error propagation
285001 —frontcon term aspropagation o uncertainty; which is syonymous with ‘error propagation”
httpss e merriam-webstercom dictionary /exampl
httpssfunesemerrsmewebstercom /dictionary ethic

httpss/doiorg/101007/978 3-030-45574-3

httpss/dosorg /10108 fopart fmuac00?
httpss/dos org/10.1087/ACHL0000000000003670
" N e,

Definiton of ‘qualtative researchy s taken from page 2
Definiton of ‘qualitative researchy s taken from page 3

Definiton takes from both the noun and verb defnitons.

Definiton forracilized” taken from page i

here-a-primer-on-diversity-and.inclusion-part-1-of 2, 1y 23,2020
httpss/diversity o, edu diversity-and-incusion-defined
but in their citation of heyre not
“orginal source for
fdoiorg. apms that definition
Network
Definiton for“retention limit” appears on page 243 appears a5 data retention” inthe book,but
=y frontcon works for “retention it
s ety more authoritative source.
bitp ol org /10.1016/1influs201912.012
K. Hammarberi, M. Kirkman, S, de L
Tow €0 judge them, Human Reproduction, Volume 31, Isue 3, March 2016, Pages 495-501, htps:
L, Wick, i
Neurol. Res.Pract. 2,14 (2020), hitps:/doi.
p
3
a 1 Russel, C K. & . M. (2003), Ealuation of
qualiative research studies. Evidence Bascd Nursing, 62), 56-40
L research process. In.J Soc Res Methodol 2005;8173-134,

o

o /oage /342 /mode /up7e=522a+ ol
T

Learniog G

wit

edition /Ardiicial_Intlligence_in

b Inteligence _in Medical

s //dolore /10016/B0-08-043076-T/006TIX.
httpsefunestechonedia com definiion/4001 /kil-switeh

httpss/c3 i /glossare festures /feedbaclcloo

truth

Definiton 3 for “red-teans appears on page 295
Definiton 2 for "rec-tearm’ appears on page 342 inthelrge print dition of this ook, it's an
page S0L But we should cie the regular edition,)

Definitions  for “offine learning”and "online learning’ both sppear on page 210

Definiton 1 for 3
ends on page 90

Page last updated January 15,2021

Pag last updated August §,2019

Definiton for values comes from page 4.


https://csrc.nist.gov/glossary/term/parity
https://archive.org/details/dictionaryofarti0000merc/page/162/mode/2up?view=theater
https://aisel.aisnet.org/ecis2020_rp/168/
https://link.springer.com/article/10.1007/s11023-020-09539-2
https://doi.org/10.6028/NIST.SP.800-22r1a
https://www.iso.org/standard/74296.html
https://ec.europa.eu/futurium/en/ai-alliance-consultation.1.html
https://www.nowpublishers.com/article/Details/HCI-015
https://bipartisanpolicy.org/blog/impact-assessments-for-ai/
https://www.google.com/books/edition/Knowledge_Management_in_Theory_and_Pract/_MrxCwAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measures+provide+more+context+and+details+about+the+value+e+g+perceptions+which+are+often+difficult+to+measure+quantitatively%22&pg=PA343&printsec=frontcover
https://www.google.com/books/edition/Knowledge_Management_in_Theory_and_Pract/_MrxCwAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measures+provide+more+context+and+details+about+the+value+e+g+perceptions+which+are+often+difficult+to+measure+quantitatively%22&pg=PA343&printsec=frontcover
https://www.google.com/books/edition/Knowledge_Management_in_Theory_and_Pract/_MrxCwAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measures+provide+more+context+and+details+about+the+value+e+g+perceptions+which+are+often+difficult+to+measure+quantitatively%22&pg=PA343&printsec=frontcover
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measurement+implies+the+use+of+data+expressed+in+categories+such+as+customer+reviews+of+new+model+jet+skis%22&pg=PA38&printsec=frontcover
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measurement+implies+the+use+of+data+expressed+in+categories+such+as+customer+reviews+of+new+model+jet+skis%22&pg=PA38&printsec=frontcover
https://www.google.com/books/edition/Cost_Management/HhQcEAAAQBAJ?hl=en&gbpv=1&dq=%22Qualitative+measurement+implies+the+use+of+data+expressed+in+categories+such+as+customer+reviews+of+new+model+jet+skis%22&pg=PA38&printsec=frontcover
https://www.google.com/books/edition/The_Oxford_Handbook_of_Ethics_of_AI/8PQTEAAAQBAJ?hl=en&gbpv=1&dq=%22Understanding+the+values+behind+the+technology+and+deciding+on+how+we+want+our+values+to+be+incorporated+in+AI+systems+requires+that+we+are+also+able+to+decide+on+how+and+what+we+want+AI+to+mean+in+our+societies%22&pg=PA221&printsec=frontcover
https://www.google.com/books/edition/The_Oxford_Handbook_of_Ethics_of_AI/8PQTEAAAQBAJ?hl=en&gbpv=1&dq=%22Understanding+the+values+behind+the+technology+and+deciding+on+how+we+want+our+values+to+be+incorporated+in+AI+systems+requires+that+we+are+also+able+to+decide+on+how+and+what+we+want+AI+to+mean+in+our+societies%22&pg=PA221&printsec=frontcover
https://www.google.com/books/edition/The_Oxford_Handbook_of_Ethics_of_AI/8PQTEAAAQBAJ?hl=en&gbpv=1&dq=%22Understanding+the+values+behind+the+technology+and+deciding+on+how+we+want+our+values+to+be+incorporated+in+AI+systems+requires+that+we+are+also+able+to+decide+on+how+and+what+we+want+AI+to+mean+in+our+societies%22&pg=PA221&printsec=frontcover
https://doi.org/10.1145/3442188.3445892
https://www.merriam-webster.com/dictionary/context
https://doi.org/10.1145/3442188.3445901
https://www.merriam-webster.com/dictionary/impact
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Qualitative_Res/byh1AwAAQBAJ?hl=en&gbpv=1&dq=Mixed+methods+is+defined+as+research+in+which+the+inquirer+or+investigator+collects+and+analyzes+data,+integrates+the+findings,+and+draws+inferences+using+both+qualitative+and+quantitative+approaches+or+methods+in+a+single+study+or+a+program+of+study.&pg=PT584&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Qualitative_Res/byh1AwAAQBAJ?hl=en&gbpv=1&dq=Mixed+methods+is+defined+as+research+in+which+the+inquirer+or+investigator+collects+and+analyzes+data,+integrates+the+findings,+and+draws+inferences+using+both+qualitative+and+quantitative+approaches+or+methods+in+a+single+study+or+a+program+of+study.&pg=PT584&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Qualitative_Res/byh1AwAAQBAJ?hl=en&gbpv=1&dq=Mixed+methods+is+defined+as+research+in+which+the+inquirer+or+investigator+collects+and+analyzes+data,+integrates+the+findings,+and+draws+inferences+using+both+qualitative+and+quantitative+approaches+or+methods+in+a+single+study+or+a+program+of+study.&pg=PT584&printsec=frontcover
https://www.google.com/books/edition/The_SAGE_Encyclopedia_of_Qualitative_Res/byh1AwAAQBAJ?hl=en&gbpv=1&dq=Mixed+methods+is+defined+as+research+in+which+the+inquirer+or+investigator+collects+and+analyzes+data,+integrates+the+findings,+and+draws+inferences+using+both+qualitative+and+quantitative+approaches+or+methods+in+a+single+study+or+a+program+of+study.&pg=PT584&printsec=frontcover
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/45-cfr-46/revised-common-rule-regulatory-text/index.html
https://dictionary.cambridge.org/us/dictionary/english/causative
https://doi.org/10.1145/3449180
https://dictionary.cambridge.org/us/dictionary/english/contestable
https://www.google.com/books/edition/Machine_Learning_in_Biotechnology_and_Li/KUVWEAAAQBAJ?hl=en&gbpv=1&dq=%22We+can+define+supervised+learning+as+a+general+subset+of+machine+learning+in+which+data+like+its+associated+labels+is+used+to+train+models+that+can+learn+or+generalize+from+the+data+to+make+predictions+preferably+with+a+high+degree+of+certainty%22&pg=PA168&printsec=frontcover
https://www.google.com/books/edition/Machine_Learning_in_Biotechnology_and_Li/KUVWEAAAQBAJ?hl=en&gbpv=1&dq=%22We+can+define+supervised+learning+as+a+general+subset+of+machine+learning+in+which+data+like+its+associated+labels+is+used+to+train+models+that+can+learn+or+generalize+from+the+data+to+make+predictions+preferably+with+a+high+degree+of+certainty%22&pg=PA168&printsec=frontcover
https://www.google.com/books/edition/Machine_Learning_in_Biotechnology_and_Li/KUVWEAAAQBAJ?hl=en&gbpv=1&dq=%22We+can+define+supervised+learning+as+a+general+subset+of+machine+learning+in+which+data+like+its+associated+labels+is+used+to+train+models+that+can+learn+or+generalize+from+the+data+to+make+predictions+preferably+with+a+high+degree+of+certainty%22&pg=PA168&printsec=frontcover
https://www.google.com/books/edition/Contemporary_Intellectual_Assessment/JA1mDwAAQBAJ?hl=en&gbpv=1&dq=%22Formal+expertise+is+the+result+of+a+selfselection+of+a+domain+of+knowledge+that+is+mastered+deliberately+and+for+which+there+are+clear+benchmarks+of+success+Fisher+Keil+2016%22&pg=PA117&printsec=frontcover
https://www.google.com/books/edition/Contemporary_Intellectual_Assessment/JA1mDwAAQBAJ?hl=en&gbpv=1&dq=%22Formal+expertise+is+the+result+of+a+selfselection+of+a+domain+of+knowledge+that+is+mastered+deliberately+and+for+which+there+are+clear+benchmarks+of+success+Fisher+Keil+2016%22&pg=PA117&printsec=frontcover
https://www.google.com/books/edition/Contemporary_Intellectual_Assessment/JA1mDwAAQBAJ?hl=en&gbpv=1&dq=%22Formal+expertise+is+the+result+of+a+selfselection+of+a+domain+of+knowledge+that+is+mastered+deliberately+and+for+which+there+are+clear+benchmarks+of+success+Fisher+Keil+2016%22&pg=PA117&printsec=frontcover
https://www.google.com/books/edition/Longitudinal_Structural_Equation_Modelin/gzeCu3FjZf4C?hl=en&gbpv=1&dq=%22Measurement+model%22&pg=PA103&printsec=frontcover
https://www.google.com/books/edition/Longitudinal_Structural_Equation_Modelin/gzeCu3FjZf4C?hl=en&gbpv=1&dq=%22Measurement+model%22&pg=PA103&printsec=frontcover
https://www.merriam-webster.com/dictionary/executive
https://www.google.com/books/edition/The_Engineering_Handbook/l_TLBQAAQBAJ?hl=en&gbpv=1&dq=%22The+propagation+of+uncertainty+is+defined+as+the+way+in+which+uncertainties+in+the+variables+affect+the+uncertainty+in+the+calculated+results%22&pg=SA99-PA711&printsec=frontcover
https://www.google.com/books/edition/The_Engineering_Handbook/l_TLBQAAQBAJ?hl=en&gbpv=1&dq=%22The+propagation+of+uncertainty+is+defined+as+the+way+in+which+uncertainties+in+the+variables+affect+the+uncertainty+in+the+calculated+results%22&pg=SA99-PA711&printsec=frontcover
https://www.google.com/books/edition/The_Engineering_Handbook/l_TLBQAAQBAJ?hl=en&gbpv=1&dq=%22The+propagation+of+uncertainty+is+defined+as+the+way+in+which+uncertainties+in+the+variables+affect+the+uncertainty+in+the+calculated+results%22&pg=SA99-PA711&printsec=frontcover
https://www.merriam-webster.com/dictionary/example
https://www.merriam-webster.com/dictionary/ethic
https://www.merriam-webster.com/dictionary/anthropomorphism
https://doi.org/10.1007/978-3-030-45574-3
https://doi.org/10.1093/jopart/muac007
https://doi.org/10.1097/ACM.0000000000003679
https://dictionary.cambridge.org/us/dictionary/english/impact
https://thelawdictionary.org/policy/#:~:text=Definition%20%26%20Citations%3A,as%20directed%20to%20the%20POLICY
https://journals.ashs.org/hortsci/view/journals/hortsci/27/4/article-p297.xml
https://academic.oup.com/edited-volume/38166/chapter-abstract/332997092?redirectedFrom=fulltext
https://archive.org/details/introducingquali0000barb_j9h1/page/12/mode/2up?view=theater
https://www.merriam-webster.com/dictionary/engineer
https://incidentdatabase.ai/editors-guide/
https://www.interaction-design.org/literature/book/the-glossary-of-human-computer-interaction/context-of-use
https://doi.org/10.1126/aaas.adf0788
https://www.harvardbusiness.org/start-here-a-primer-on-diversity-and-inclusion-part-1-of-2/
https://diversity.gwu.edu/diversity-and-inclusion-defined
https://www.hud.gov/program_offices/administration/admabout/diversity_inclusion/definitions
https://doi.org/10.1111/spc3.12735
https://www.google.com/books/edition/Industrial_Network_Security/PlOtqouTwaUC?hl=en&gbpv=1&dq=%22Data+retention+refers+to+the+amount+of+information+that+is+stored+long-term,+and+can+be+measured+in+volume+(the+size+of+the+total+collected+logs+in+bytes)+and+time+(the+number+of+months+or+years+that+logs+are+stored+for).%22&pg=PA243&printsec=frontcover
https://www.google.com/books/edition/Industrial_Network_Security/PlOtqouTwaUC?hl=en&gbpv=1&dq=%22Data+retention+refers+to+the+amount+of+information+that+is+stored+long-term,+and+can+be+measured+in+volume+(the+size+of+the+total+collected+logs+in+bytes)+and+time+(the+number+of+months+or+years+that+logs+are+stored+for).%22&pg=PA243&printsec=frontcover
https://www.google.com/books/edition/Industrial_Network_Security/PlOtqouTwaUC?hl=en&gbpv=1&dq=%22Data+retention+refers+to+the+amount+of+information+that+is+stored+long-term,+and+can+be+measured+in+volume+(the+size+of+the+total+collected+logs+in+bytes)+and+time+(the+number+of+months+or+years+that+logs+are+stored+for).%22&pg=PA243&printsec=frontcover
https://www.google.com/books/edition/Industrial_Network_Security/PlOtqouTwaUC?hl=en&gbpv=1&dq=%22Data+retention+refers+to+the+amount+of+information+that+is+stored+long-term,+and+can+be+measured+in+volume+(the+size+of+the+total+collected+logs+in+bytes)+and+time+(the+number+of+months+or+years+that+logs+are+stored+for).%22&pg=PA243&printsec=frontcover
https://chat.openai.com/chat
https://www.merriam-webster.com/dictionary/parity
https://doi.org/10.1016/j.inffus.2019.12.012
https://www.worldscientific.com/doi/abs/10.1142/9789811232411_0014
https://archive.org/details/pentagonsbrainun0000jaco_c8o3/page/342/mode/2up?q=%22a+role-playing+exercise+in+which+a+problem+is+examined+from+an+adversary%E2%80%99s+or+enemy%E2%80%99s+perspective.%22
https://archive.org/details/pentagonsbrainun0000jaco_c8o3/page/342/mode/2up?q=%22a+role-playing+exercise+in+which+a+problem+is+examined+from+an+adversary%E2%80%99s+or+enemy%E2%80%99s+perspective.%22
https://www.google.com/books/edition/Machine_Learning_for_Time_Series_with_Py/a7tLEAAAQBAJ?hl=en&gbpv=1&dq=%22On+the+other+hand+offline+learning+the+more+commonly+known+approach+implies+that+you+have+a+static+dataset+that+you+know+from+the+start+and+the+parameters+of+your+machine+learning+algorithm+are+adjusted+to+the+whole+dataset+at+once+often+loading+the+whole+dataset+into+memory+or+in+batches%22&pg=PA210&printsec=frontcover
https://www.google.com/books/edition/Machine_Learning_for_Time_Series_with_Py/a7tLEAAAQBAJ?hl=en&gbpv=1&dq=%22On+the+other+hand+offline+learning+the+more+commonly+known+approach+implies+that+you+have+a+static+dataset+that+you+know+from+the+start+and+the+parameters+of+your+machine+learning+algorithm+are+adjusted+to+the+whole+dataset+at+once+often+loading+the+whole+dataset+into+memory+or+in+batches%22&pg=PA210&printsec=frontcover
https://www.google.com/books/edition/Machine_Learning_for_Time_Series_with_Py/a7tLEAAAQBAJ?hl=en&gbpv=1&dq=%22On+the+other+hand+offline+learning+the+more+commonly+known+approach+implies+that+you+have+a+static+dataset+that+you+know+from+the+start+and+the+parameters+of+your+machine+learning+algorithm+are+adjusted+to+the+whole+dataset+at+once+often+loading+the+whole+dataset+into+memory+or+in+batches%22&pg=PA210&printsec=frontcover
https://www.google.com/books/edition/Machine_Learning_for_Time_Series_with_Py/a7tLEAAAQBAJ?hl=en&gbpv=1&dq=%22On+the+other+hand+offline+learning+the+more+commonly+known+approach+implies+that+you+have+a+static+dataset+that+you+know+from+the+start+and+the+parameters+of+your+machine+learning+algorithm+are+adjusted+to+the+whole+dataset+at+once+often+loading+the+whole+dataset+into+memory+or+in+batches%22&pg=PA210&printsec=frontcover
https://www.fws.gov/policy/062fw1.html
https://www.merriam-webster.com/dictionary/assessment
https://doi.org/10.1080/21507740.2020.1740350
https://www.google.com/books/edition/Artificial_Intelligence_in_Society/eRmdDwAAQBAJ?hl=en&gbpv=1&dq=%22Artificial+narrow+intelligence+ANI+or+applied+AI+is+designed+to+accomplish+a+specific+problem+solving+or+reasoning+task%22&pg=PA22&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_in_Society/eRmdDwAAQBAJ?hl=en&gbpv=1&dq=%22Artificial+narrow+intelligence+ANI+or+applied+AI+is+designed+to+accomplish+a+specific+problem+solving+or+reasoning+task%22&pg=PA22&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_in_Society/eRmdDwAAQBAJ?hl=en&gbpv=1&dq=%22Artificial+narrow+intelligence+ANI+or+applied+AI+is+designed+to+accomplish+a+specific+problem+solving+or+reasoning+task%22&pg=PA22&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_in_Medical_Imagi/ss6FDwAAQBAJ?hl=en&gbpv=1&dq=%22The+definition+of+artificial+narrow+intelligence+is+in+contrast+to+that+of+strong+AI+or+artificial+general+intelligence+which+aims+at+providing+a+system+with+consciousness+or+the+ability+to+solve+any+problems%22&pg=PA350&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_in_Medical_Imagi/ss6FDwAAQBAJ?hl=en&gbpv=1&dq=%22The+definition+of+artificial+narrow+intelligence+is+in+contrast+to+that+of+strong+AI+or+artificial+general+intelligence+which+aims+at+providing+a+system+with+consciousness+or+the+ability+to+solve+any+problems%22&pg=PA350&printsec=frontcover
https://www.google.com/books/edition/Artificial_Intelligence_in_Medical_Imagi/ss6FDwAAQBAJ?hl=en&gbpv=1&dq=%22The+definition+of+artificial+narrow+intelligence+is+in+contrast+to+that+of+strong+AI+or+artificial+general+intelligence+which+aims+at+providing+a+system+with+consciousness+or+the+ability+to+solve+any+problems%22&pg=PA350&printsec=frontcover
https://www.dol.gov/agencies/ofccp/faqs/practical-significance
https://dictionary.cambridge.org/us/dictionary/english/non-discrimination
https://doi.org/10.1016/B0-08-043076-7/00677-X
https://www.techopedia.com/definition/4001/kill-switch
https://doi-org.proxy.library.georgetown.edu/10.7551/mitpress/7585.003.0002
http://c3.ai/
http://c3.ai/
https://c3.ai/glossary/features/feedback-loop/
https://www.collinsdictionary.com/us/dictionary/english/ground-truth

it of artcle, chapter,or page Author(s) and/or Editor() 2 iee i i domai i Volume Issue Pagel) Ve URL Notes

‘Wikipedia_Decision-
ki

mal Decision-making. Wikipedia Wikipedia ’ . ccision-making the defnition.
Shevlin_et_al_2019 “The limits o machine intellgence Henry Shevlin, Karina Vold, Matthew Crosb, and Marta Halina EMEBO Reports E com 20 s B cs/PMCETIE
Jgorith
EEOC_ADA_AI Employees US. Equal Employment Opportunicy Commission US. Equal Employment Opportunity Commission 2022 Definiton for“screen out”taken from tis page.
Merram-
Webster _screen_out  sereen out Merriam-Webster Merriam-Webster Dictionary s mesrian-websterc s
apa_experiment_2023  experiment American Psychologial Association (APA) APA Dictionary of Pychlagy 2028 buups: Jdictons re/experimen
APA_DoP_laboratory_rese
oy aboratory research American Psychologieal Association (APA) APA Dictionary of Pychlagy ttps: /dictionary apa org Aaboratary-tesearchy
UNODC_Glossary_QA_GL
3 Glossary o Terms for Qualiy Assurance and Good Laboratory Pracices Drugs and Crime Glossary of Terms for Qualiy Assurance and Good Laboratory Practices 2009 NAR 26 Epaf
World_Wide_Words_in_si
lico nsilico World Wide Words World Wide Words /wnsworiduidewords org weirdwords
o he Need for
Bassiouni_Baffes_Exrard  Experimentation M. Cherif Bassiouni, Thomas G. Baffes, and John T. Evrard. Journatof Criminal Law and Criminology ” 4 15071666 1981 i
Merriam-Webster_ampiify _ampiiy Merriam-Webster Merriam-Webster Dictionary ttps: s merram-webster com dictionary/amplify
Neta Gupta,Suneet K. Gupta, Rajesh K. Pathak, Vanita Jin, Parisa
Gupta_et_al_HAR_2022 Rashidi, and fast 5. Sori. Artificial telgence Review 55 A755-4808 2022 butps lnk springer com /article/10.1007/S10462-021- 10116~
Mertiam-
Webster_annotate annotate Merriam-Webster Merriam-Webster Dictionary ttps: s merram-webster com dictionary /annota
Freeman_et_al_204 Nnadozie Okoroafor, Hannah Jords, and Mary Pat Wenderoth s w2 BAI0-BAI5 201 s Juwpnasore/dol AL/ 1073 /pnas 11903011
Anderson Moniken, Wiliam Ampeh, Flora Haberkorn, Una 2 anguage o 5 2

AL fssurance_2022 Assuring Al methods for cconomic polcymaking. Krishnaswamy,and Feras A Batarseh AL Assurance: Towsads Trustzorthy, Explainable, Sfe,and Evhical A1 Fzs 22 2280 AT, Feras A Batarseh and Laura Freeman.
Poore_Lawrence_ARLIS_2
oz3-01 Al Engineering: An Academic Research Roadmap. Joshua Poore and Cralg Lawrence 20 _AILIn_Teams_|
Survey_of_Hallucination_{ Ziwei i, Nayeon Lee, ita Frieske, Tiezheng Yo, Dan Su, Yan Xu, Etsuko
n_ Survey of Hallucination n Natural Language Generation Ishi, Ye Jin Bang, Andrea Mad EI 38 2023 butps: /A acm org fdol 101145 /55T Definiton for “halucinaton’ is taken from page marked 2453
APA_clustering clustering American Psychologieal Association (APA) APA Dictionary of Pycholagy httpss/ditionsry aps.org /clusterin
APA_content_validity  content valdity American Psychological Association (APA) APA Dictionary of Pychalagy cas

150 9241-112018(er)
1S0_o241-112018 150 150 Online Browsing Pltform 2008 « SRENE
APA_criterion_ualidty _ criterion valdity merican Psychologieal Association (APA) APA Dictionary of Pycholagy f i

analyics: The

APA_data_analysis data analysis merican Psychologieal Association (APA) APA Dictionary of Pycholagy g Aictionary aps.org/data-anlysis “data analyts”
APA_decision_making. _ decision making American Psychologieal Association (4P4) APA Dictionary of Pychlagy o v -
Lehto_Nanda_2021 DecisionMaking Models, Decision Support, and Problem Solving Mark . Lehto and Gaurav Nanda Handbook of Human Factors and Ergonomics, Fith Edition o202 2021
Baron_Thinking_and_Deci
ding Jonathan Baron Thinking and Deciding 2008 s/
EO_DEIA 2021 rder an Diversicy, Equity. nch Workforee Joseph R.Biden . The White House 2021 thefedersl-orkforce/ “This executive order was published on June 25,2021
APA_ethics ethics American Psychological Association (APA) APA Dictionary of Pycholagy httpss/dictionsry aps org ethics
APA_external_validity  external valdity American Psychologieal Association (APA) APA Dictionary of Pychology /eteaul-s
CSRC_fuse_negative  False Negative NIST CSRC Information 8y souze B
CSRC_false_positve False Positive NIST CSRC nformation wy soy erm /flse_positv
Wike_Mata_2012 Cognitive Bas A Wilke and R Mata Encyclopedia of Human Behavior 1 sss 202 32 2 Edted by V. Ramachandran
AUID_incident_response  Defining an "l Incident Response” Sean McGregor Artificia ntellgence Incident Database: httpssfincidentdstobose s /research /5-response,
APA_inegrity integrity American Psychologieal Association (APA) APA Dictionary of Pychalagy s
APAioternal_validty  internal vldity merican Psychological Association (APA) APA Dictionary of Pycholagy s fdictionaryapa org finternal-vl
APA_earning. learning American Psychologieal Association (P4) APA Dictionary of Pychalagy o v :
MeNamara_Fallzy. “The MeNamara Fallacy. Jonathan Cook “The MeNamara Fallacy. 2028 buups /mcranarafallacy com
Creswell_Clark_mised_me. .
thods John W, Creswell and Vicki L. Plano Clark Designing and Conducting Mised Methods Research, Third Ecition 201 in this book.
APA_observation observation American Psychological Associaton (APA) APA Dictionary of Pycholagy httpss/dictionary apo org fhservation
Glossary_of_statstcal_Te
s Glossary of Statistica Terms Phiip B, Stark SticiGui 200 butps: fuwstat berkeley.ed /-stark/SteiGui/Text /closs i
‘Wikipedia_RMSD. Root-mean-square-deviaion Wikipedia Wikipeds enelkipedia or ik Root-mean-square
APA_recognition recognition merican Psychologieal Association (APA) APA Dictionary of Pychalagy g Alictionary sps.rg/recognition
ApA_recall recall American Psychologieal Association () APA Dictionary of Pychalagy o v
APA_stercor stereotype American Psychologieal Association (APA) APA Dictionary of Pychlagy hutps:/dition e
Augoustins_Walker__1995 Martha Augoustinos and lsin Walker Theory € Pryehology s s 60652 1998 s Jdoiorg /10.T1/0950I54I98085001 Definition 3 for “stercotype" istaken from page 631
APA_autonomy autonomy American Psychologicl Association (APA) APA Dictionary of Pychalagy
Charmaz_Henwood Grounded Theory Methods for Qualitatve Psychology Kathy Charmaz and Karen Henwood The SAGE Handbook of Qualitative Research in Psychology 238255 20 bups /ol 0rg /10 SIS /TNIGA055S
Mallk_2021 Crtcal Technical Awakenings Maya Malk and Monin M. Malik Journal of Socal Computing 2 4 sesass 2000
APA_refexivity reflexiviy American Psychologial Association (APA) APA Dictionary of Pycholagy hutps:/diction e reflexivty
Lee._See_2004 Trustin Automation: Designing for Appropriate Reliance John D. Lee and Katrina A See. Hiuman Factors: The Journal of the Human Factors and Ergonomics Society w1 5080 2004 e /doiorg /01518 Mies 4615030192
Mayer_Davis_Schoorman_
1995 An ntegrative Model of Organizational Trust Roger C. M il . The. of 3 T09TH 1995 hitps fdoiorg /10 2001/258702

NISTIR 825¢ B Patsick Grother, Ml Ngan, and Kayee Handoka NisT 209 . 0

seon Usabilty Testng Jsabiltygox Usabiltygor

Encyclopedia
com_underrepresentation  Underrepresentation Encyclopedia.con Encyclopediacom
Acham_islam_History_202
3 A History of Generative Al From GAN to GPT-4 eham tdan MarkTechpost s Published March 21,2023
MeKinsey_generative_Al  Whatis generative Al? Mckinsey & Company McKinsey & Company 208 Published lanuary 19, 2023
Seshia_et_al_2022 Toward Verified Artifcial Inelligence. ‘Sanjt A Seshia,Dorsa Sadigh, and S, Shaniar Sastry Communications ofthe ACM 6 7 s 7
Liam_Tung_2022_Meta_h
allucination Meta warns ts e chatbot may forge that its a bot Liam Tung. ZDNet 2022 Published August 8, 2022
Merram-

Webster_requirement  requirement Merriam-Webster Merriam-Webster Dictionary


https://en.wikipedia.org/wiki/Decision-making
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6776890/
https://www.eeoc.gov/laws/guidance/americans-disabilities-act-and-use-software-algorithms-and-artificial-intelligence
https://www.merriam-webster.com/dictionary/screen%20out
https://dictionary.apa.org/experiment
https://dictionary.apa.org/laboratory-research
https://www.unodc.org/documents/scientific/ST_NAR_26_E.pdf
http://www.worldwidewords.org/weirdwords/ww-ins1.htm
https://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=6276&context=jclc
https://www.merriam-webster.com/dictionary/amplify
https://link.springer.com/article/10.1007/s10462-021-10116-x
https://www.merriam-webster.com/dictionary/annotate
https://www.pnas.org/doi/full/10.1073/pnas.1319030111
https://www.google.com/books/edition/AI_Assurance/dch6EAAAQBAJ?hl=en&gbpv=1&dq=%22Large+language+models+LLMs+are+a+class+of+language+models+that+use+deep+learning+algorithms+and+are+trained+on+extremely+large+textual+datasets+that+can+be+multiple+terabytes+in+size%22&pg=PA376&printsec=frontcover
https://www.google.com/books/edition/AI_Assurance/dch6EAAAQBAJ?hl=en&gbpv=1&dq=%22Large+language+models+LLMs+are+a+class+of+language+models+that+use+deep+learning+algorithms+and+are+trained+on+extremely+large+textual+datasets+that+can+be+multiple+terabytes+in+size%22&pg=PA376&printsec=frontcover
https://www.google.com/books/edition/AI_Assurance/dch6EAAAQBAJ?hl=en&gbpv=1&dq=%22Large+language+models+LLMs+are+a+class+of+language+models+that+use+deep+learning+algorithms+and+are+trained+on+extremely+large+textual+datasets+that+can+be+multiple+terabytes+in+size%22&pg=PA376&printsec=frontcover
https://dl.acm.org/doi/10.1145/3571730
https://dictionary.apa.org/clustering
https://dictionary.apa.org/content-validity
https://www.iso.org/obp/ui/#iso:std:iso:9241:-11:ed-2:v1:en
https://dictionary.apa.org/criterion-validity
https://dictionary.apa.org/data-analysis
https://dictionary.apa.org/decision-making
https://www.wiley.com/en-us/Handbook+of+Human+Factors+and+Ergonomics%2C+5th+Edition-p-9781119636083
https://www.redalyc.org/journal/5538/553866738009/html/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/06/25/executive-order-on-diversity-equity-inclusion-and-accessibility-in-the-federal-workforce/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/06/25/executive-order-on-diversity-equity-inclusion-and-accessibility-in-the-federal-workforce/
https://dictionary.apa.org/ethics
https://dictionary.apa.org/external-validity
https://csrc.nist.gov/glossary/term/false_negative
https://csrc.nist.gov/glossary/term/false_negative
https://s3.amazonaws.com/arena-attachments/557491/b16d97da35ed37a0a022e806cc931a0d.pdf
https://incidentdatabase.ai/research/5-response/
https://dictionary.apa.org/integrity
https://dictionary.apa.org/internal-validity
https://dictionary.apa.org/internal-validity
https://mcnamarafallacy.com/
https://dictionary.apa.org/observation
https://www.stat.berkeley.edu/~stark/SticiGui/Text/gloss.htm
https://en.wikipedia.org/wiki/Root-mean-square_deviation
https://dictionary.apa.org/recognition
https://dictionary.apa.org/recall
https://dictionary.apa.org/recall
https://doi.org/10.1177/0959354398085003
https://dictionary.apa.org/recall
https://doi.org/10.4135/9781526405555
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=9698152
https://dictionary.apa.org/recall
https://doi.org/10.1518/hfes.46.1.50_30392
https://doi.org/10.2307/258792
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf
http://usability.gov/
http://usabillity.gov/
https://www.usability.gov/how-to-and-tools/methods/usability-testing.html
http://encyclopedia.com/
http://encyclopedia.com/
https://www.encyclopedia.com/social-sciences/applied-and-social-sciences-magazines/underrepresentation
https://www.marktechpost.com/2023/03/21/a-history-of-generative-ai-from-gan-to-gpt-4/
https://www.mckinsey.com/featured-insights/mckinsey-explainers/what-is-generative-ai
https://cacm.acm.org/magazines/2022/7/262079-toward-verified-artificial-intelligence/fulltext
https://www.zdnet.com/article/meta-warns-its-new-chatbot-may-not-tell-you-the-truth/
https://www.merriam-webster.com/dictionary/requirement

[1] Add citation to citations sheet and only list ID in these columns

[2] Make sure the spelling matches another term (value in A column)



